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WATCHGUARDPFIREBOX®VCLASS

ENTERPRISE-LEVEL SECURITY

The Firebox Vclass brings high-speed network security to enterprise-class businesses, remote offices, service providers, and data
centers. Firebox Vclass combines firewall security, VPN support, and powerful traffic management with Fast Ethernet and Gigabit
Ethernet connections. WatchGuard's security ASIC architecture delivers scalable support for up to 20,000 VPN tunnels. An Install
Wizard and device discovery utility shorten installation time to minutes. Firebox Vclass security appliances include an intuitive,
multi-platform Java®-based GUI management console for flexible and effective centralized management.

All Firebox Vclass models are fully IPSec-compliant, with built-in core software and management tools designed to provide
consistent network infrastructure security. Every Firebox Vclass includes a Firebox appliance, our comprehensive management and
monitoring software suite, a one-year hardware warranty, and a renewable subscription to LiveSecurity® Service to keep your entire

system current.

FIREBOX®VCLASS SECURITY FEATURE HIGHLIGHTS
Firebox Vclass security appliances deliver powerful
performance, 20-300 Mbps 3DES VPN throughput
capable of supporting up to 20,000 VPN tunnels, and
maximum firewall, network and desktop security
through a rich set of features.

= SECURE JAVA®-BASED MANAGEMENT

= HIGH-SPEED ASIC PROCESSOR

= SCALABLE UP TO 20,000 VPN TUNNELS

= GIGABIT FIBER INTERFACES

= PROACTIVE SUPPORT THROUGH
LIVESECURITY SERVICE SUBSCRIPTION

FIREWALL SECURITY

= Stateful Packet Filtering monitors incoming and outgoing
network traffic and denies or allows it based on the active
security policy.

= Network Address Translation (NAT) hides internal IP
addressing information from the outside world for added
security, simplifies management of IP addresses and reduces
the need for public IP addresses. Firebox Vclass models support
Static, Dynamic, and One-to-One NAT.

= Predefined Firewall Services simplify configuration and
administration. Firebox Vclass models include more than 70
predefined firewall services.

VPN SUPPORT

= VPN Tunnel Switching significantly reduces the complexity
of creating and managing VPN tunnels and policies, using hub
and spoke VPN topology.

= VPN Tunnel Management provides central management
with extensive real-time viewing options for instant traffic
analysis of VPN tunnel networks.

= Mobile User VPN with VPN authentication gives enterprise
remote users secure IPSec-compliant VPN connections and a
personal firewall with configurable access rules and security
levels. Mobile User VPN software runs on any Windows®
98/2000/XP or Windows NT® workstation. The Firebox V60, V80,
and V100 include a 20-user license. Not available on Firebox V10.

= PKI Authentication authenticates VPN traffic and remote users
using an industry-standard authentication method.

= 3DES Encryption is one of the strongest encryption
algorithms available today. Firebox Vclass appliances have the
power required to offer high-speed 3DES encryption without
performance degradation.

NETWORKING

= Multi-Tenant Managed Security for Service Providers
allows secure, centralized creation and management of security
policies for up to 200 tenants using VLAN technology.

= Quality of Service (QoS) Port Shaping meters traffic for
smooth flow and reduces packet loss by configuring ports to
accommodate the varying abilities of network devices.



FIREBOX® VCLASS PRODUCT LINE

Recommended For

User License
Firewall Throughput

3DES Encryption
Throughput

Max Branch Office VPNs
Max Mobile User VPNs
Number of Processors

Interfaces

LiveSecurity® Service

Firebox® V100

Large Enterprises,
Service Providers,
and Data Centers

Maximum Security in
1RU Enclosure

Multiple T3 or OC-3
Connections

Gigabit/Firewall
with up to 20,000
VPN Tunnels
Unlimited

600 Mbps

300 Mbps

20000 *

20000 *

2 ASIC Processors

2 1000BaseSX Fiber
Gigabit Ethernet

2 Dedicated HA Ports

Initial Subscription Included

Firebox® V80

Large Enterprises

Maximum Security in
1RU Enclosure

T3, Fast Ethernet,
and OC-3 Connections

Wire-Speed Firewall
with up to 8,000
VPN Tunnels
Unlimited

270 Mbps

150 Mbps

8000 *

8000 *

1 ASIC Processor

4 RJ-45 10/100

Fast Ethernet

2 Dedicated HA Ports

Initial Subscription Included

Firebox® V60
Large/Mid-Size
Enterprises
Maximum Security in

1RU Enclosure

T3, Fast Ethernet,
and OC-3 Connections

Wire-Speed Firewall
with up to 400

VPN Tunnels
Unlimited

200 Mbps

100 Mbps

400 *

400 *

1 ASIC Processor

4 RJ-45 10/100

Fast Ethernet

2 Dedicated HA Ports

Initial Subscription Included

* The total number of Branch Offices plus Mobile User VPN tunnels.

Management (ALL MODELS)

= Install Wizard
= Device Discovery
= Security Policy Manager

= Policy Checker
(Auditing)

= Network
Diagnostic Tools

=Command Line
Interface

=Secure Encrypted

Logging

= Active Tunnel Display

= Real-Time Traffic

Monitoring

= Continuous

Real-Time Graphs

= Notification

Features (*NOT INCLUDED FOR FIREBOX V10 MODELS)

= Stateful Packet Filtering
= Branch Office VPN
=V/PN Tunnel Switching*®
* Mobile User VPN*

=Remote Access
Authentication®

= High Availability*
= Multi-Tenant Security®
=VLAN Support*

=Static, Dynamic,
Virtual IP NAT*

=Dynamic Routing
=Traffic Shaping

=QoS

=Server Load Balancing®
= PKI Support

= PPPoE and
DHCP Support

Firebox®V10
Enterprise
Telecommuting
Desktop Enclosure
DSL/Cable/ISDN
Connections
Firewall and VPN
Remote Office
10, 25
75 Mbps
20 Mbps

10

0

1 ASIC Processor
2 RJ-45 10/100
Fast Ethernet

Initial Subscription Included

=Alarm Definition and Control
= Predefined Services
=Spoof Detection

=Port and Site Blocking
=Synflood Protection
=DDoS, DoS Prevention
=Hacker Defense

=Intrusion Protection




