SONICWALL

SonicWALL Vulnerability Scanning Service is an automated, Web-based
subscription service that provides easy-to-use, ongoing and comprehensive
assessment of over 730 security threats by testing networks from the
hacker s view. Scans can be scheduled on a regular basis or triggered
on-demand to test changes in network infrastructure. Because of its compre-
hensive vulnerability list and flexible scanning and reporting options,
SonicWALL Vulnerability Scanning Service delivers peace of mind for
network administrators and managers.

SonicWALL Vulnerability Scanning Service reports on vulnerabilities in
public servers, gateways and routers. This service examines a network
perimeter for weaknesses on an ongoing basis and provides administrators
with in-depth guidance on how to address the risks to eliminate opportuni-
ties for hackers. SonicWALL Vulnerability Scanning Service is easy to
configure and run using SonicWALL’s integrated, mysonicwall.com

security portal. ¥
Firewall

SonicWALL Vulnerability Scanning Service enhances the comprehensive vil

protection available to network administrators in an easy to manage,

integrated security solution. Anti-Virus

Content Filtering

Vulnerability Scan

Authentication

SSL Acceleration

= Comprehensive assessment of vulnerabilities

e Performs scheduled and on-demand scans

 Simple Web-based management
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SonicWALL Vulnerability Scanning Service

SonicWALL Security Applications

SonicWALL Vulnerability Scanning Service Features and Benefits

= Complete Vulnerability Assessment. SonicWALL Vulnerability Scanning Service checks for more than 730 types of
vulnerabilities. The service detects operating system security "holes," DNS, HTTP, FTP, SMTP server vulnerabilities,
network device vulnerabilities (routers, printers, bridges, switches, etc), TCP/IP port openings and more.

« Instant Expertise. SonicWALL Vulnerability Scanning Service provides expert remedies for fixing detected security
vulnerabilities.

= Flexible Reporting Options. You can sort reports by risk level and other criteria to allow you to prioritize which
vulnerabilities to address first.

e Customizable Scheduling. You can schedule security assessment scans periodically or on-demand.

 State-of-the-Art Updates. Security updates for SonicWALL Vulnerability Scanning Service security are backed by Network
Associates Labs, the world leader in advanced security technology.

= Simple to Administer. SonicWALL Vulnerability Scanning Service is easy to use and integrated with SonicWALL Internet
security appliances. It’s a Web-based service so there is no software to install. You can easily schedule scans and configure
the service to fit your needs from your own SonicWALL security portal at www.mysonicwall.com.

e Assured Security. SonicWALL Vulnerability Scanning Service delivers peace of mind for network administrators that their
public servers are being checked for security vulnerabilities on an ongoing basis.

The reports generated by SonicWALL
Vulnerability Scanning Service detail how
to fix vulnerabilities, quickly and easily.

Assess the potential risk of a security
vulnerability, and then follow the expert
aavice on the report to fix the problem.

SonicWALL Vulnerability Scanning Service Part Numbers

01-SSC-2840 SonicWALL Vulnerability Scanning Service (Small Business Pack) 10 scans; 1 IP address
01-SSC-2841 SonicWALL Vulnerability Scanning Service (Enterprise Pack) 96 scans; up to 6 IP addresses
01-SSC-2842 SonicWALL Vulnerability Scanning Service (Distributed Enterprise Pack) 400 scans; up to 25 IP addresses
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