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WebAppendix-9 DNSSUL Setting up a test DNS server
on Linux

What we want to do: configure a DNS server for our local network so that we
can use machine names on our local LAN. In this example we’re using
example.com as our domain, with IP addresses in the range 192.0.2.0—
192.0.2.255. The server when configured will handle all queries for names in
the example.com domain, and all reverse lookups for addresses in
192.0.2.0-192.0.2.255. (The server will pass DNS queries for other names
and addresses out to the Internet.)

We’re going to populate our server with records for the following,
very small, set of records:

FQDN IP address Comments

pctwo.example.com 192.0.2.2 A and PTR records
alice.example.com 192.0.2.51 A and PTR records
smtp.example.com MX and A records

Software used: we’ll use the Internet Software Consortium (ISC) BIND
software, version 9. We’'ll use it on Debian and RedHat versions of Linux,
in the standard configuration provided by those distributions” installation /
package management systems. The name of the BIND DNS server is
named — for “name daemon”.

Warning: the bind configuration file syntax is very different for the various
version of the software. In particular, bind v8 and v9 configurations
are very different from v4, although your system may have a tool to
help you convert one to another.

Tip: using your Linux distribution’s package manager is the easy way out.
However, even if you want to download the BIND (or other source)
and install it from scratch, we suggest you use your package manager
to install a basic version of the system for you to play with first. This
will give you a sensible layout of files and directories, and you can use
these basic files as templates for your “real” installation later on.

Warning: creating bind configuration files from scratch is tedious and error
prone because the files have a horrible syntax, even though what they
are doing conceptually is straightforward. (Don’t make the mistake
of thinking you’re a moron just because the files are designed so
horribly.)
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A. Linux — Debian 3.0 (“Woody")

Using the Debian installation system (dselect or apt-get or whichever interface to
it that you prefer), install the bind9 package. This ctreates the necessary directories
and files, and modifies the system configuration files so that named is started

automatically.

1. Debian — initial file names and locations

The following files are created by the installation system,; they ate all located in the
directory /etc/bind/.

File

Contents

named.conf

The main configuration file for bind. This specifies which other
configuration files are used and where they are located. The full
name of this file, /etc/bind/named.conf, is hard-coded into
the Debian version of the named program.

RedHat equivalent: named.conf

db.0

The database of recotds for the 0.*.*.* IP address range. (See
Note-1.) RedHat equivalent: none

db.127

The database of reverse lookup records for the 127.%.* * IP
address range. (All it really does is say that the name
corresponding to 127.0.0.1 is localhost.)

RedHat equivalent: named.local

db.255

The database of records for the 255.%.* * IP address range. (See
Note-1.) RedHat equivalent: none

db.local

The database of forward lookup records for the localhost zone.
(All it does 1s map the name localhost to address 127.0.0.1).
RedHat equivalent: localbost.zone

db.root

The list of DNS root servers’ names and IP addresses. (C.f.
Module-8.2 and item-1 in Module-8.6; often called named.root
or db.cache or named.ca on other systems.

RedHat equivalent: named.ca

rndc.key

rndc is the “Remote Name Daemon Controller” that lets you
control named across the net. For security reasons, traffic
between rndc and named is cryptographically signed, using the
key and encryption method specified in the file rndc.key.

RedHat equivalent: rndc.key

Note-1: the db.0 and db.255 zone files are only an optimization and are not
essential. They ensure a fast response, without sending a query out to
the Internet, for the broadcast addresses 0.0.0.0 and 255.255.255.255.
(See RFC-1912, section-4.1.)
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2. Debian — contents of the Initial files

options {
directory "/var/cache/ bi nd";
aut h- nxdomai n no; # conformto RFC1035

}s

I/l prime the server with know edge of the root servers
zone "." {

type hint;

file "/etc/bind/ db.root";
h

/1 be authoritative for the |ocal host forward and reverse
/'l zones, and for broadcast zones as per RFC 1912
zone "l ocal host" {

type master;

file "/etc/bind/db.local";

zone "127.in-addr.arpa" {
type naster;
file "/etc/bind/ db.127";

zone "0.in-addr.arpa" {
type naster;
file "/etc/bind/ db.0";

zone "255.in-addr.arpa" {
type naster;
file "/etc/bind/db.255";

}

/1 add entries for other zones bel ow here

Figure-1 The named.conf file.

* The directory option tells named where it should store transient files it
creates, and where to look for files by default. The Debian convention is
that all your own config files are kept in /etc/bind/ so when you reference
them in named.conf, you must specify the full path name.

* The zone statements specify the zones for which this server is authoritative,
and the files that contain the records for those zones.

* Apart from /etc/bind/named.conf which is hard-coded into the named
program, none of the filenames are special; you can call them anything you
want as long as you modify the entries in named.conf accordingly.
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; BIND data file for local |oopback interface
$TTL 604800
@ I'N SOA | ocal host. root.local host. (
1 . Serial
604800 ; Refresh
86400 i Retry
2419200 ; Expire
604800 ) ; Negative Cache TTL
@ IN NS | ocal host .
@ I'N A 127.0.0.1

Figure-2 The db.local file.

* The $TTL line sets the default lifetime (“time to live”) of records in this
zone.

* The @ symbol is a shorthand for the name of this zone as specified in
named.conf. In this case @ means “localhost”.

e The SOA (“start of authotity”) record says this server is an authoritative
(primary or secondary) server for this zone.

* The NS record further down says that machine localhost. runs a server for
this zone, without saying whether that server is authoritative or not.

* The Serial, Refresh, Retry, Expire and Negative parameters are explained
in RFC-1034. The first four of them control how a secondaty server
(sometimes called a “slave”) updates its information for this zone from the
mnformation held on the primary (“master”) server.

* The A record (at last!l) maps the name localhost to IP address 127.0.0.1.

In the next steps we’re going to creates the zones, zone-files and records that we’ll
need for our example.com domain, and for the reverse lookups, which will used
the 2.0.192.in-addr.arpa zone.
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3. Edit named.conf

Figure-3 shows the modifications to named.conf — we have added zone
statements to the end of the file for our two new zones. We have deliberately
chosen unusual names for the zone files to emphasize that the file names you use
are not special in any way.

/1 add entries for other zones bel ow here

zone "2.0.192.in-addr.arpa" {
type nester;
file "/etc/bind/ mydb-for-192-0-2";

zone "exanpl e. cont' {
type naster;
file "/etc/bind/ nydb-for-exanpl e-dot-cont;

Figure-3 Changes to named.conf, to define our
own forward and reverse-mapping zones.

4. Create the forward-mapping file and A and MX records

$TTL 604800
@ I'N SOA | ocal host. root.local host. (
1 ; Serial
604800 ; Refresh
86400 i Retry
2419200 ; Expire
604800 ) ; Negative Cache TTL
@ I'N NS | ocal host .
I'N MX 10 snt p. exanpl e. com
pctwo I N A 192.0.2.2
alice IN A 192.0.2.51
sntp IN A 192.0.2.51

Figure-4 Contents of our mydb-for-example-dot-com file.

Figure-4 shows our newly-created mydb-for-example-dot-com file, and illustrates
several configuration features, most of which are bind-specific:

e The easiest way to create a template for a new zone file is to copy an existing
one. We copied this from db.local.

* As mentioned above, the symbol @ equates to our zone name,
example.com here.
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* Host names have the zone name (the value of @) automatically appended
unless they end in a dot, i.e. unless you explicitly entered them as FQDN:ss.
Thus the pctwo line is equivalent to:

pctwo.example.com IN A 192.0.2.2
and we could have entered the MX line more succinctly as:

IN MX10 smtp

Warning: the zone name is appended if the hostname doesn’t end
in a dot, even if the hostname contains the full domain name. A
common mistake is the following:

IN MX10 smtp.example.com wrong
because this is equivalent to:

IN MX 10 smtp.example.com.example.com

* Lines that start with a blank or tab are assumed to have the @ present.

Thus the MX record applies to the domain example.com. We could have
written it mote long-windedly, but more cleatly, as:
example.com IN MX10 smtp.example.com.

* As specified by RFC-2181, section-10.3, if an MX recotd refers to an
existing host by a different name, a CNAME (alias) record must not be used
—an A record is required. Thus it would have been wrong to have written
the smtp record as

smtp IN CNAME alice.example.com. wrong
e If we want localhost.example.com to map to 127.0.0.1, we add the line:
localhost  IN A 127.0.0.1

That completes the A and MX records. Now we have to create the reverse
mappings for reverse lookups, i.e. finding the names corresponding to IP numbers.
We cover that on the next page.
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5. Create the reverse-mapping file and PTR records

$TTL 604800
@ I'N SOA | ocal host. root.|ocal host. (
1 ; Serial
604800 ; Refresh
86400 ; Retry
2419200 ; Expire
604800 ) ; Negative Cache TTL
@ I'N NS | ocal host .
2 I'N PTR  pctwo. exanpl e. com
51 I'N PTR alice. exanpl e. com

Figure-5 Contents of our mydb-for-192-0-2 file.

Figure-5 shows the file mydb-for-192-0-2 that we created:

* Again, we copied an existing file as a template and edited that.

* Asabove, the symbol @ represents the zone name, which is
2.0.192.in-addr.arpa here.

* The zone name is automatically appended to the numeric “names” at the
beginning of each PTR line. Thus, the pctwo line is equivalent to:

2.2.0.192.in-addr.arpa. IN PTR pctwo.example.com.

* Note the two trailing dots in the line above. Without the first one (after
arpa) , the line would mean:
2.2.0.192.in-addr.arpa.2.0.192.in-addr.arpa IN PTR pctwo.example.com.
which 1s nonsensical. Without the second one, the line would mean:

2.2.0.192.in-addr.arpa. IN PTR pctwo.example.com.2.0.192.in-addr.arpa
which is also nonsensical.

*  Similarly, if we just entered the hostname as the simple name, pctwo,
instead of the FQDN ending in a dot:

2.2.0.192.in-addr.arpa  IN PTR pctwo wrong
it would be equivalent to the following, which is again nonsensical:
2.2.0.192.in-addr.arpa IN PTR pctwo.2.0.192.in-addr.arpa wrong

6. Telling named to load the modified configuration

You have to tell named explicitly to re-read the configuration files when you have
modified them. There are three ways to do this:

a. use the rndc tool that comes with bind:
# rndc reload on your DINS server machine
(For details of how to use rndc over the network from a different host, see
the manpages.)
b. use the named or bind daemon control script in /etc/init.d:
# [etclinit.d/bind9 restart Debian
(On both RedHat 8 and Debian 3, the sctipt uses rndc internally.)
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c. Send the HUP signal to the named process:

# kill -HUP process-id on your DNS server machine
where process-id is the ID of the named process. However, this method isn’t
recommended.

7. Test your configuration with host

Assume that the machine you have installed your DNS server on has IP address
192.0.2.77. You can run your tests from that machine, or from any other machine
on your network.
1. Check that the server is running:
% ps aux | grep named
2. Try a few normal (name) lookups:
% host pctwo.example.com 192.0.2.77
% host alice.example.com 192.0.2.77
% host badname.example.com 192.0.2.77
We specify the FQDN because we may not yet have the domain set to
example.com in our /etc/resolv.conf file, and we specify the DNS server
address as 192.0.2.77 because we may not have that specified as a
nameservet in /etc/resolv.conf.
3. Try a few reverse lookups:
% host 192.0.2.2 192.0.2.77
% host 192.0.2.51 192.0.2.77
% host 192.0.2.99 192.0.2.77
4. Check the MX lookup:
% host -t mx example.com 192.0.2.77

8. Using your newly-configured server

On Linux, edit your /etc/resolv.conf file to read as follows:

nanmeserver 192.0.2.77
domai n exanpl e. com

(See Modules 7.4 and 8.14 for more detail about configuring Linux, and Modules-
7.5 and 8.14 for configuring Windows.)

To accompany “Practical TCP/IP” 01-Mar-2003 17:25 File: w-dnssul-013.doc
Copytight © Niall Mansfield 2003 all rights reserved Page 9



B. Linux — RedHat 8.0

The following files are created by the installation system

In directory /var/named/.

In directory /etc/

File Contents

named.conf The main configuration file for bind, This specifies which
other configuration files ate used and where they are located.
'The full name of this file, /etc/named.conf, is hard-coded
into the RedHat version of the named program.

Debian equivalent: named.conf

rndc.key rndc is the “Remote Name Daemon Controller” that lets you
control named across the net. For security reasons, traffic
between rndc and named is cryptographically signed, using
the key and encryption method specified in the file rndc.key.
Debian equivalent: rndc.key

In directoty /var/named/

named.local The database of reverse lookup records for the 127.f.%.* IP
address range. (Allit really does is say that the name
corresponding to 127.0.0.1 is localhost.)

Debian equivalent: db.127

localhost.zone | The database of forward lookup records for the localhost
zone. (Allit does is map the name localhost to address
127.0.0.1).

Debian equivalent: db.local

named.ca The list of DNS root servers’ names and IP addresses. (C.f.
Module-8.2 and item-1 in Module-8.6; often called
named.root or db.cache on other systems.

Debian equivalent : db.root

Apart from the different names, the files on RedHat and Debian are almost
identical. Follow the instructions in the Debian section — with names suitably
altered — to configure your RedHat system.
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