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EASY TO HANDLE, INTEGRATED, INDUSTRY-LEADING VIRUS SOLUTION FOR
MICROSOFT® ISA SERVERS

PROBLEM:
Microsofts Internet Security and Acceleration (ISA) Server provides fast, secure, and man- "Trend Micro is a leading vendor, with 63%

. . ket share, in the Web Internet
ageable Internet access for many enterprises. Yet the same technology that enables quick market share, in the Web server (Interne

gateway) antivirus software market.”
access to Web content also exposes the enterprise network to attacks by Web-borne viruses
— IDC, Antivirus Software: A Segmentation of

and other malicious code. Mixed-threats such as Nimda and CodeRed, as well as hostile the Market, 2001

Java and ActiveX code, spread through HTTP traffic. Malicious code can also enter corpo-

rate networks through employees’ personal Web-based email.

STRATEGY:

Microsoft Gold Partner Trend Micro provides Internet gateway virus protection for Microsoft
[SA Server customers. Designed to work as a plug-in for ISA Server, Trend Micro InterScan
WebProtect is a real-time ISAPI Web filter for viruses and malicious code, using a true Win32
multi-threaded process that scans all HTTP traffic passing through the ISA Server. This inte-
grated solution is easy to implement, offers better performance, and requires no additional

hardware purchases or changes to client settings.

* Integrated virus protection for Microsoft ISA Server users
+ Tight integration with Microsoft API enables real-time HTTP scanning
+ Scans for known and unknown viruses, and known malicious Java and ActiveX code

- Deploys quickly and easily without time-consuming end-user/client changes

INTERNET

+ Saves time and cost: No need to purchase and configure additional hardware
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WEBPROTECT™ AT WORK

INAPPROPRIATE WebProtect removes and blocks infected files in
CONTENT

real time; the message is immediately prevented

from reaching end-users and the administrator is
FIREWALL i
notified.



Trend Micro” WebProtect”

INTEGRATION WITH MICROSOFT® ISA SERVER

+ Trend Micro, a Microsoft Gold Partner, provides an antivirus solution at the Internet gateway for users of ISA
Server, Microsofts enterprise firewall, and Web cache server

- Designed as a plug-in to the ISA Server, InterScan WebProtect works as a Web filter to scan Web traffic in real
time for viruses and malicious code

+ Integrated solution is easy to install and manage, offers exceptional performance, and requires no additional

hardware purchases or client setting changes

COMPREHENSIVE VIRUS PROTECTION

+ Uses a true Win32 multi-threaded process that scans all HTTP traffic passing through the ISA Server

+ Provides many virus scanning and security options, including scanning and auto-cleaning HTTP and FTP
over HTTP virus-infected file transfers

* Protects against Internet worms, such as CodeRed and its variants

+ Powerful scanning engine uses both rule-based and pattern recognition technologies to detect known and

unknown viruses. It also scans for known malicious Java applets and ActiveX objects

EASE OF USE AND MANAGEMENT

+ Automatic Web-based virus pattern updates can be pre-scheduled at specific intervals or accessed manu-
ally with a single mouse click

+ A comprehensive activity log enables administrators to track the sources of potential security problems and
respond appropriately

- Flexible configuration options allow a variety of actions in response to virus or security incidents, including
alerting the administrator, isolating infected files, deleting infected files, and permitting downloads under

strictly controlled conditions

THE ADVANTAGES OF TREND MICRO

- Global Innovation: Trend Micro has been a pioneer in the antivirus software market since 1989, developing
innovative strategies to protect information as new computing standards are adopted around the world

- Server Market Leadership: Trend Micro is the global leader in server-based antivirus software, with a market
share of more than 60% at the Internet gateway (IDC bulletin, 2001)

+ Flexible Best-of-Breed Technologies: Trend Micro antivirus products and services are designed to integrate
seamlessly with leading firewalls, intrusion detection systems, and other best-of-breed solutions for the
complete enterprise strategy

+ Service and Support: Trend Micro products and services are backed by TrendLabs, a leading antivirus
research and support center that monitors potential security threats worldwide, developing the means to iden-

tify, detect, and eliminate new viruses

© 2002 TREND MICRO INC., NeatSuite, InterScan VirusWall, TrendLabs,Trend Virus Control System, Trend Micro Control Manager,
ScanMail, ServerProtect, PortalProtect, eManager and OfficeScan are registered trademarks of Trend Micro Inc.. All other products
are the marks or registered marks of their respective companies.

TrendLabs

AWARD-WINNING 24x7 SUPPORT
TrendLabs' ISO 9002-certified global
headquarters and five regional centers
back Trend Micro products with timely,
high-quality service. A team of more

than 250 engineers operates around the

clock to monitor virus activity, develop

information on new threats, and deliver

prompt, effective solutions.

For more information about Trend Micro
service and support, contact TrendLabs

at http://www.trendmicro.com/support.

SYSTEM REQUIREMENTS

+ PC with Intel® Pentium® Il 300MHz CPU or

450MHz or higher Pentium Ill-compatible
CPU

+ Microsoft® Windows™ 2000 Server or

Windows 2000 Advanced Server with SP1

or later”

- 256MB RAM

+ 20MB of available hard-disk space

* Microsoft ISA Server 2000

* Microsoft 1IS

*Note: Will not support Windows 2000

Advanced Server with more than 2GB

memory

TREND MICRO INCORPORATED
10101 N. De Anza Blvd.
Cupertino, CA, 95014, USA

toll free: 1+800-228-5651

phone: 1+408-257-1500

fax: 1+408-257-2003
www.trendmicro.com



