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Index entries for Exim variables such as $local_part, command line options such as
- bp, and other configuration items that start with a non-alphabetic character (such as
+i ncl ude_unknown and :i ncl ude: ) are sorted without their leading special
character. All options are indexed directly under their own names, but string expan-
sion operators are placed under expansion. | have not indexed the appendix because
the expansion items and variables appear there in aphabetical order.

Numbers
$0, $1, $2, etc. variables 380
after mat ches in filters 232
in rewriting rules 379
0.0.0.0 (IP address)
ignoring in routers 109
127.0.0.1 (IP address) 62, 250
ignoring in routers 109
in default configuration 315
use by SpamAssassin 361
use in DNS blacklists 335
8-bit bytes 467-468
encoding not done 467
inlog lines 517
in message body 301
in user names 371
8Bl TM ME 468

Symbols
() (parentheses)
in Exim filters 219
in filter condition 229
in header lines 10
round host namesin log lines 307, 518
I (exclamation mark)
a start of local part 454
for negation in lists 39, 59, 441, 442
for negation of named list 59
in ACLs 323
in bang-path addressing 384
in expansion conditions 421
inlocal parts 313
" (double-quote)
in Exim filters 219
in option settings 53
in pipe filter command 224
in pipe transport 198

" (double-quote) (continued)
in redirection to pipe 142
in substring for extraction 433
# (hash, sharp sign)
in alias files 391
in configuration file 51
in ETRN commands 297
in Exim filters 218
in interpolated lists 442
in Local/Makefile 543
$ (dollar)
as string expansion trigger 39
in Exim filters 219
in expanded strings 407
% (percent)
in addresses 384
inlocal parts 313
in quota threshold 195
“percent hack” 384
& (ampersand) in “gecos’ fields 370
' (single-quote)
in pipe filter command 224
in pipe transport 198
in redirection to pipe 142
* (asterisk)
** inlog lines 517
*>inlog lines 502
*@ in single-key lookup types 396, 397
as host list item 448
inaut hent i cat ed ACL condition 337
in domain lists 445
in encr ypt ed ACL condition 336
in host lists 451
in partial match keys 396, 397
inretry rules 262, 264
in rewriting pattern 379
in rewriting replacement string 380
inroute_I|ist option 89
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* (asterisk) (continued)
in search type 76
in single-key lookup types 396, 397
in wild linear searches 392
+ (plus)
for referencing named lists 443
in named lists 59
inrequire_fil es lists 106
, (comma)
in header insertions 409
in redirection list 140
in redirection pipe command 142
- (hyphen)
->inloglines 520
- - option 502
. (dot)
as message terminator 15, 482
at end of domain 469
inlocal part 314, 468
in phrase part of address 468
/ (forward slash)
inlocal parts 313
in redirection item 142
: (colon)
221 (IPv6 address) 250
aloneinalist 313, 453
as list separator 58, 440
in expanded strings 409
inl sear ch files 391
including in lists 58
; (semicolon)
in address lists 454
in domain lists 446
in host lists 449
in manualroute route list 130
in retry rules 266
< (left angle bracket)
<=inlog lines 517
changing list separator 59, 440
<> (angle brackets)
empty envelope sender 13
excess in address 469
in AUTH parameters 287
in Exim monitor display 532
in exim_checkaccess utility 536
inlog lines 519
in Return-path: header line 43, 155
in SMTP commands 469
with - f option 485

<> (angle brackets) (continued)

with - Mes option 494

= (equals)

=>inlog lines 517
==inlog lines 517

> (right angle bracket)

in list of local parts 453

@ (at sign)

@@ in address lists 453-454
@[] in domain lists 307, 445
@[] in host lists 448

in domain lists 307, 445

in email addresses 10

inlocal parts 313

in lookup defaults 77

[1 (square brackets)

in domain literal addresses 469

\ (backslash)

\ Nin regular expressions 231, 407
\ Nin rewriting rules 380

as continuation character 51

in echo command 288

in Exim filters 219

in expanded strings 407

in message ACL modifiers 328
inperl| _startup option 437

in pipe transport command 198, 224
in printed data quoting 416

in quoted strings 53, 149

in redirection list 141

in regular expressions 231

in rewriting patterns 379

in SQL lookup data 403

A (circumflex)

in address lists 453

in domain lists 446

in host lists 452

in plaintext client configuration 293
in wild linear searches 392

_ (underscore)

in authenticator mechanism names 289
in host names 308
in macro names 54

{} (curly brackets, braces)

in encrypted strings 423
in expanded strings 407, 409

| (vertical bar)

inlocal parts 313
in redirection items 142
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A
A (DNS IPv4 address record) 20
A=inlog lines 519
AAAA (DNS IPv6 address record) 20
abuse of sender address 18
accept router 41, 122-123
specifying transports for 123
accept verbin ACLs 321
accept _8bi t m e option 468
accounts
checking in routers 105
large number of 203
multiple 233
ACL (Access Control List) 312—-345
authentication, checking for 336
case-sensitivity in local parts 329
certificate, checking for verified 336

client SMTP authorization 344-345, 405

conditions 332—345

custom checks 341

DNS black lists 333-336
EHLO, checking for verified 337
encryption, checking for 336
finding ACLs 319

format of ACLs 321

header line checking 340-341
host checking 332—333

in default configuration 312—316
inline ACLs 319

modifiers 324-331

MX backup, detecting 339
negation of conditions 323
nested ACLs 345

rate limiting 342—-344

RCPT vs DATA 316

reading from file 319

recipient address, checking 339

restricting DNS lists by data received 335

return codes from 319
sender address, testing for 337—338
sender address, verifying 338—-339
specifying local submission 330
specifying when to use 316-319
unset options 319
variables set in message ACLs 320
variables set in non-message ACLs 320
variables, settable in ACLs 322-323
verbs 321-322

acl ACL condition 345

acl _not _snt p_m e option 362
acl _smt p_m ne option 362
acl _snt p_xxx options 317
$acl_verify_message variable 328
add filter command 221222
address (see also |P address)
batching in local transports 174-176
canonicizing not done 470
domain literal 469-470
duplicate 44, 140
in header lines, qualifying 302
invalid charactersin 21
multiple for one user 86-88
multiple in smtp transport 166
processing 35-37
processing after redirection 107
redirecting to the same 140
redirection 137—-150
rewriting see rewriting addresses
routing 35-37
source routed 470
syntax extensions 468—469
syntax, RFC 2822 vs RFC 2821 9
unqualified from remote host 305-306
unrouteable, message for 116
variations in format 10
verification see verifying addresses
address lists (see also lists) 58, 452—455
case of lettersin 455
in rewriting rules 379
local part list per domain 453-454
regular expressionsin 453
addr ess_dat a option 91, 110-111
$address datavariable 91, 110-111
set by queryprogram router 136
add_header ACL modifier 324
admin users 465-466, 488, 500
administering Exim 505-540
adm n_gr oups option 465
dliasing
including domains when 76, 138
interaction with forwarding 141
local parts without domains 76
maintaining files 536
several domains in one file 138
simple example 39
al | ow_comands option 201
al | ow_def er option 143
al | ow_dormai n_literal s option 470
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al | ow fail option 83, 143, 235
al l ow fifo option 183
al l ow filter option 212
al | ow_freeze option 235
al | ow_| ocal host option 174
al l ow_nx_to_ip option 471
al | ow_sym i nk option 183
al | _parent s log selector 148
ampersand see & (ampersand)
ancestor checking in redirect router 145
angle brackets see <> (angle brackets)
appendfile transport 43, 180-196
affixes in RCPT for BSMTP 157
batching addresses in 174-176
checking mailbox format 186
configuring for use with Sieve 184
delivering to separate files 190-192
file owner and mode 184
lock files 187—188
locking a mailbox 187-190
locking functions 188
MBX format 185
non-existent file, creating 183
options for mailbox locking 189-190
options in common with pipe 176-180
guotas for mailboxes 192—-196
single-file, specifying 181
arithmetic, in expansion strings 416
asterisk see * (asterisk)
at sign see @ (at sign)
attachments 10
detecting unwanted 364
removing 98
AUTH parameter for MAI L command 287, 289
AUTH SMTP command 282
refusing when not encrypted 341
S$authl, $auth2, etc. variables
in cram_md5 authenticator 293
in plaintext authenticator 290
aut hent i cat ed ACL condition 336
authenticated sender for local message 289
Sauthenticated id variable 294
aut henti cat ed_sender option 171
Sauthenticated sender variable 287
in ACLs 320
aut henti cat ed_sender _force
option 171
authentication 281—295
advertising 285

authentication (continued)
by an Exim client 288-289
choice of mechanism 285-286
CRAM-MDS5 client configuration 294
CRAM-MDS5 description 284-285
CRAM-MDS5 server configuration 293
Cyrus SASL 295
Dovecot 295
Exim authenticators 286—295
in encrypted connections only 285
in smtp transport 170
Kerberos 295
LOGIN client configuration 293
LOGIN description 283-284
LOGIN server configuration 291
mechanisms 283—-285
of SMTP connections 16
on an Exim server 287—288
options for al authenticators 289-290
overview 282
password checking for plaintext 292—-293
PLAIN client configuration 293
PLAIN description 283
PLAIN server configuration 291
SPA (NTLM) 295
testing server 288
aut h_adverti se_host s option 285
Auto-Submitted: header line 476
automatic replies 204—207
automount 181
autoreply messages
creating in filters 225-228
logging 228
specifying once-only 227
autoreply transport 204—207
compared with pipe 204
message parameters 205-206
once-only messages 207
recipients, not sending to 207
use of header-changing options 205
with empty sender 205

B
backslash see \ (backslash)
backup host 8
after authentication failure 289
fallback not used 116
for LDAP 399
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backup host (continued)
MX backup 125, 310
MX, detecting in ACLs 339

bang-path addressing
not supported 90
rewriting 384

base 62 encoding 49

base 64 encoding 288

batch delivery
conditions for 175
$domain variable 175
$local_part variable 175

batched SMTP see BSMTP (Batched SMTP)

batching addresses
in local transports 174—-176
bat ch_i d option 175
bat ch_max option 95, 132, 175, 179
in Imtp transport 204
BATV 352-356
Bcc: header line 12
input processing 373
with -t 303, 483
bcc option 205
- bd option 246, 481
- be option 438
begi n in configuration file 52
begi ns filter condition 230
- bemoption 439
Berkeley DB 393
Berkeley mailbox format 176
- bf ... options 216-217
- bh option 288, 497, 535
- bhc option 497
- bi option 503
binary distribution 3
bi _conmand option 503
black lists 19, 333-336
: bl ackhol e: in redirection lists 143
blocking
hosts 332
messages 19
- bmoption 482
body of message
definition 10
modifying 98-99
BODY SMTP parameter 468
body_onl y option 154
Boolean option values 53
Bounce address tag validation 352—356

bounce message 46, 474-475
autoreply transport 204
copying 474
customizing 476-478
frozen 60
reply address for 474
size of, controlling 154, 301
verifiable sender in header lines 341
$bounced recipient variable 477
bounce_nessage_fil e option 477
bounce_nessage_t ext option 476
- bP option 56, 495
hidden data 401
- bp option 50, 465
- bp... options 492
brace see {} (curly brackets, braces)
-brt option 499
- bS option 299, 302, 303, 482
- bs option 295, 298, 302, 303, 482
BSMTP (Batched SMTP) 95, 178, 482,
179-180, 299
for incoming message 303
including HELO 179
input error details 299
use of affixes 157
- bt option 496
build directory 550
building Exim 541-550
configuration for 543-550
driver choices 545
fetching and unpacking 542—-543
for multiple systems 549-550
mandatory settings 545
minimal configuration 547
module choices 545
monitor configuration 548
optional settings 548
prerequisites 541
recommended settings 546
system-related settings 547
-bv and - bvs options 352, 496
- bV option 495
bydns inroute_list 129
bypassing .forward files 101, 149

C
C compiler 541, 547
C=inlog lines 515
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- Coption 491 check_ancest or option 146

c-client 185 check_gr oup option

caching appendfile transport 184

black list lookups 335
calout information 350
in DNS 22, 68
lookup data 406
named list matches 443
sender address verification 339
callout
caching 350
for address verification 346—-350
testing 497
cal | out verification option 346
carriage return see CR (carriage return)
case of letters, forcing 413
case-sensitivity
in address lists 455
in authenticator public names 289
in domain names 21
in filter conditions 230
in local parts 92—-93
inlocal partsin ACLs 329
of postmaster address 27
+casef ul in address lists 455
caseful _| ocal _part control 329
caseful _| ocal _part option 92
in redirect router 138
casel ower _| ocal _part control 329
Cc: header line 11
with -t 303, 483
cc option 205
cdb (Constant Data Base) 75
files 394-395
cdb lookup type 394-395
central process, lack of 30
certificate
requesting from client 279
self-signed, creating 277
verified 336
characters
8-bit bytes 301, 467-468
8-bit bytesin log lines 517
8-bit bytesin user names 371
printing 416
trandating 419
checking
file attributes in redirect 145
incoming mail 17-20

redirect router 145
check_| ocal _user option 40, 105, 114,
122, 152, 153, 263
for file owner in redirect router 145
check_| og_i nodes option 472
check_| og_space option 472
check_owner option
appendfile transport 184, 460
redirect router 145
check_secondary_nx option 125
check_spool _i nodes option 472
check_spool _space option 63, 296, 472
check_string option 178
with BSMTP 180
with di rect ory option 191
child addresses
ancestor checking 145
hiding in error messages 139
interaction with $address datavariable 110
processing 107
rewriting 148
circumflex see » (circumflex)
client, non-queueing 461-462
client SMTP authorization (CSA)
344345, 405
cli ent _nane option 294
client_secret option 294
client_send option 293
closed mailing lists 81-83
CNAME (DNS “canonical name’ record)
25, 470
collateral spam 18, 476
colon see : (colon)
comma see , (comma)
command
for - bi option 503
for ETRN 298
for pipe transport 196-197
for transport filter 160
command line
adding data to a message 484486
compatibility with Sendmail 502—503
configuration overrides 491
debugging 500-502
delivery control 486—-487
error routing (non-SMTP message) 487
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command line (continued)

input mode control 481-484
interface 2, 480-504

macro overrides 492
message control 493-494
option termination 502
option types 480-481
options see individual options
Perl options 437

gueue information 492
suppressing delivery 500
testing options 495-500

comrand option

pipe transport 197
queryprogram router 135

command_gr oup option 135
command_t i meout option 170
command_user option 135
comments

in Exim filters 218

in header lines 10

in interpolated lists 442

in Local/Makefile 543

in rewritten header lines 382
in runtime configuration 51

condi ti on ACL condition 341

connection (continued)
loss of 258
refusal by remote host 258
reusing 167
timeout 258

connecti on_nmax_nessages option 168

connect _ti meout option 169
cont ai ns filter condition 231
content scanning

at SMTPtime 357-367

of accepted messages 93-98
Content-Type: Header line 12
continuation lines

in aias files 39

in header 10

in runtime configuration 51

control ACL modifier 325, 329-331

copying messages 108

CR (carriage return) 9, 301, 471, 484

inlocal delivery 179
cram_md>5 authenticator

inaclient 294-295

in aserver 293-294

create_directory option 184, 191

create_fil e option 183
cron

condi ti on option 95, 107
configuration
auxiliary data 32

cycling log files 507
output from 302
starting queue runners 30, 252, 488

comment lines 51

conditional parts of 56

for large installations 66—70
general description 51-52
hiding data 56

including other files 54

layout of file 51-52

line continuation 51

macros 54-55

minimal example 52

overriding on command line 491
overview 31-33

rewrite section 376

sections, definition 51

testing 495-500

updating 249, 536

whitespace at line continuation 51

connection

encrypted 276-281
error response 258

tidying Exim databases 539
crypt() function 423
crypt eq expansion item 292
CSA (client SMTP authorization)
344345, 405

curly bracket see {} (curly brackets, braces)

current directory
in transports 152
set in router for transport 115
current _directory option
queryprogram router 135
transports 152

customizing bounce messages 476-478

customizing warning messages 478
Cv=inlog lines 516
cycling log files 507-508
Cyrus
IMAP server 171, 203
pwcheck daemon 425

SASL library, authenticator for 295
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Cyrus (continued)
saslauthd daemon 425

D
- Dfile 239, 250
- Doption 55, 492
- d option 500
daemon 295
checks on connections 248-249
controlling terminal for 246
interfaces 246
killing 246
on an intermittently connected host 274
ports 247
process description 246—-250
process number 51
restarting 32, 249
S| GHUP signal 249
starting 481
starting queue runners 65
testing 553
timer for queue runners 249
uses for 30
daenon_snt p_ports option 247
dat a option 79, 137
data shared by Exim processes 238-244
DATA SMTP command 15
error response to 259
database lookup see lookup
database queries, reducing number of 431
dat a_ti neout option 170
Date: header line 12
input processing 373
datestamped log files 508
db directory 242
DBM files 242, 393-394
definition 72
in domain list 72
maintaining 536-537
terminating zero in key 394
DBM library, required for building 541
dbmlookup type 393-394
debugging 500-502
routers 120
selector summary 501
transports 153
debug_print option
in routers 120, 500

debug_pri nt option (continued)
in transports 153, 500
decline (router outcome) definition 36
defer (router outcome)
definition 37
forcing 143-144
: def er: inredirection lists 143
def er verbin ACLs 321
def er _ok callout parameter 347
def er _ok verification option 346
+def er _unknown in DNS black lists 334
defunct processes 249
delay
minimizing in name server 68
warning message 475-476
del ay ACL modifier 325
del ay_after_cutof f option 174, 270
del ay_war ni ng option 475
del ay_war ni ng_condi ti on option 475
deliver filter command 222—223
del i ver ed filter condition 234
delivery
as root considered harmful 459
asychronous and synchronous 486
batched SMTP 179-180
command line control options 486
complications 45-46
delay warning message 475-476
escaping lines 178
external agent 85-86
failure report see bounce message
finding when next 525
forcing 493
ignoring local part 90-92
limiting number of processes 65
line terminators 179
local, with special group 152
message separators 176-178
one file per message 190-192
overview 33-34
paraldl, limiting 64, 254
real time taken 513
retry rules for local 263-264
retry rules for remote 263
setting environment in routers 113-115
simultaneous 67
suppressing 500
suspending at high system load 61
to a specific domain 490



Index 591

delivery (continued)
to file or pipe 47
delivery errors 257-275
host errors 258-259
local deliveries 261
long-term failures 269-270
message errors 259
problems of classification 260—261
recipient errors 259-260
types of 258-261
ultimate address timeout 271
while routing 261
with multiple hosts 261
delivery processes 253-255
controlling how many 254
holding domains 255
l[imiting number of 252
order of delivery 255
partial delivery 255
Delivery-date: header line 43, 154
input processing 373
del i very_dat e_add option 154
del i very_dat e_r enpve option 155
del i ver _drop_privil ege option 459
del i ver _queue_| oad_nax option 62
deny verbin ACLs 321
/devinull
compared with : bl ackhol e:
redirection to 142
dial-up hosts see intermittently connected hosts
dial-up user list see DUL (Dial-up User List)
digital signature 98
directory
current, in transports 115, 152
for building Exim 550
for mailboxes, limitation 67
home, in transports 115, 152
multilevel mailboxes 67
spool, creation of 551
spool, splitting 240
di rect ory option 191
directory search lookup 395
di rect ory_node option 191
directory_transport option 224
di sabl e_i pv6 option 64
disabling
delivery at high load 248
filter features 213
IPv6 64

143

disabling (continued)
message logs 241
di scard verbin ACLs 322
discarding address by redirection 143
disclaimers, adding 98
disk
checking free space 63
performance 68
DN=inlog lines 280
DNS (Domain Name System)
A record 20
AAAA record 20
avoiding repeated lookups 124, 134
black lists 333-336
caching 22
CNAME record 25, 470
common errors 25
control parameters 124
dnslookup router 123
domain syntax precheck 473
logging lookup failure 513
lookup parameters 473
master and slave servers 21
MX records, broken 25
MX records, use of 23, 123
name servers 21
NS record 26
overview 20-26
PTR record 24-25
qualifying incomplete names 124
guery-style lookup 404
guerying specific servers 26
records for mail routing 23
reverse lookup 24
reverse lookup for host list 450-451
servers out of step 26
syntax of domain and host names 21
temporary errors 261
temporary errors, long-term 473
timeouts in routers 116-117
widening domains 124
wildcard MX records 125
zones 21-22
dnsdb lookup type 404
dnsl i sts ACL condition 334—336
$anslist_domain variable 335
$anslist_text variable 335
$anslist_value variable 335
dnslookup router 38, 42, 123-126
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dnslookup router (continued)

DNS parameters 124

domain widening 125

header rewriting 126

MX records, processing conditionally 125

routing the same domain 124
dns_agai n_neans_nonexi st option 473
dns_check_names_patt ern option 473
dns_qual i fy_singl e option 173
dns_retrans option 473
dns_retry option 473
dns_sear ch_parent s option 174
dollar see $ (dollar)
domain

default for qualification 60

definition of 10

including in aliases 76

incomplete, rewriting 375

mixed local and remote 88-89

name, definition of 20

omitting in aliases 76

restricting in routers 104

routed to local host 117-119

virtual 74-78

virtual, default recipients 7677

virtual, multiple lists 74

virtual, postmaster for 77-78

virtual, single list for several 76
donmai n ACL condition 339
domain, host, and address lists 440455
domain lists (see also lists) 58, 444447

host namesin 445

infile 72

lookup itemsin 446-447

MX domain in 445

regular expressionsin 446

wildcard domainsin 445
domain literal addresses 127, 469-470
$domain variable

in batch delivery 175

in rewriting rules 380

in system filter 208

in transports 153, 166

when scanning lists 73
donmai ns option 73

vsrout e_list in manualroute 129
$domain_datavariable 339, 447
dot see . (dot)
double-quote see " (double-quote)

Dovecot 295
dri ver option

in authenticators 289

in routers 100

in transports 151
drivers

definition of 33

list of dl 34
drop verbin ACLs 322
dsear ch lookup type 395
DSN (Delivery Status Naotification) 2
DT=inlog lines 513
DUL (Dia-up User List) 333
duplicate addresses 44

in redirection list 140

E
EHLO SMTP command 306
avoiding use of 168
data for outgoing 168
error response 258
syntax errors, accepting 308
underscore in host names 308
usage 14
verifying 307-308
empty Bcc: header line 12
empty sender 13, 204, 205, 226
testing for 234, 337, 452
when verifying 339
with - f option 485
encrypt ed ACL condition 336
encryption
of password 423
of SMTP connections 16, 276—-281
requiring for AUTH 341
endpass ACL modifier 326
ends filter condition 230
envelope
definition of 11
SMTP format 11
envelope sender see sender address
Envelope-to: header line 12, 43, 154
input processing 373
envel ope_t o_add option 154, 175
envel ope_t o_renove option 155
environment
for pipe transport command 199-200
for transports 151
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envi ronnent option 199
equals sign see = (equals)
errors (see also delivery errors)

in BSMTP input 299

in DNS data 25

temporary in lookups 406

while receiving non-SMTP messages 487

errors_copy option 474

errors_reply_to option 474

errors_t o option 79, 149, 478
in deliver filter command 223

error _nessage filter condition 234

escape_string option 178
with BSMTP 180
escaping
forcing in expansion 416
in Exim filters 219
in filter test output 217
inlog lines 202
inmai | filter command 227
in pipe commands 142, 198, 224
in quoted strings 149
in string expansion 407-408
lines for BSMTP 180
local delivery lines 85, 178
/etc/hosts file 274
/etc/mail/mailer.conf file 554

[etc/passwd file 105, 114, 292, 423, 434

[etc/services file 169

ETRN SMTP command 243, 297—-298

using an external command 298

exclamation mark see ! (exclamation mark)
+excl ude_unknown in DNS black

lists 334
exigrep utility 523
Exim filter 2
bounce message, testing for 234
case-sensitivity in conditions 230
command descriptions 221-229
command examples 209-212

command see individual commands

commentsin 218

compared with external delivery agent 212

conditional example 210
conditions 229-235

delivery status, testing for 234
disabling features 213

format 218-220

forwarding example 209

Exim filter (continued)

ignoring errors 225
list of addresses, testing 234235
logging commands 228-229
numeric testing 232
persona mail, testing for 232—-234
Sieve filter, compared with 208
significant actions 220-221
significant actions, testing for 234
string testing 230-232
system filter, example of 215-216
system filter, setting up 214-215
testing 216218
user filter 208
user filter, setting up 212-214
vacation example 209
variables 221
while transporting 99
Exim gid 456
Exim monitor 528-535
H de button 532
log display 531
main action buttons 530
gueue display 532
queue menu 533-535
Qui t button 530
searching 531
seeing messages on the spool 529
Si ze button 530
starting 528
stripcharts 530
Updat e button 532
window appearance 528
Exim uid 456
exim-process.info file 526
eximon utility 50, 528
eximstats utility 523-525
exim_checkaccess utility 535
exim_dbmbuild utility 72, 393, 536-537
exim_dumpdb utility 525
exim_lock utility 539
exim_tidydb utility 244, 537-539
exinext utility 525
exipick utility 493
exigsumm utility 525
exiwhat utility 526-528
expansion 407-439
ACL conditions and modifiers 323
and condition 427
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expansion (continued)
authentication tests 423—-426
case forcing 413
character trandation 419
combining conditions 427
conditional 82, 419-428
crypt eq condition 423
def condition 426
delivery state, testing 427
donmai n operator 432
encrypted string equality test 423-424
eq condition 420
escape operator 416
escaping literals 407—-408
escaping substrings 407—-408
eval and eval 10 operators 416
exi st s condition 106, 213, 427, 430
expand operator 417
extract item 432-435
extracting named fields 432—-434
extracting unnamed fields 434-435
file existence, testing 427
file insertion 432
first_delivery condition 427
forcing failure 57, 428
hash operators 412
header insertion 409-410
header line, testing existence 426
i f item 82
in Exim filters 219
incorrect syntax 57
introduction 39
IP address masking 413
| ¢ operator 413
LDAP authentication 425
| dapaut h condition 425
| engt h operator 410-411
| ocal _part operator 432
locking out features in Exim filters 438
| ookup item 429
lookups 429-432
mask operator 413
mat ch condition 421
matching lists 422
mat ch_addr ess condition 422
mat ch_donai n condition 422
mat ch_i p condition 422
mat ch_| ocal _part condition 422
multiple times 417

expansion (continued)

negated condition 421

nhash operator 412

numeric comparisons 426

of mailing lists 81

of pipe transport command 198-199
of quot a option 193

or condition 427

PAM authentication 424-425
pamecondition 424

partial lookups 430

perl item 214, 437

prvs item 353

prvscheck item 354-355
guery-style lookups 431

quot e operator 413

quot e_| ocal _part operator 414
quot e_xxx operators 415
quoting 413-416

quoting for lookup 415

quoting local parts 414

quoting printing data 416
guoting regular expression data 414
Radius authentication 425

r adi us condition 425
readfil e item 214, 401
readsocket item 214, 435
regular expression condition 421
rewriting rule replacement 380
run item 214, 436

running an external program 436-437
running embedded Perl 437-438
r xquot e operator 414
saslauthd authentication 425
sasl aut hd condition 425

sg item 419

simple arithmetic 416
single-key lookups 429-431
socket communication 435-436
specia characters 407

splitting addresses 432

string equality test 420

substr operator 411-412
substring extraction 410-412
summary 556-582

testing 438

text substitution 419

tr item 419

tranglating characters 419
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expansion (continued)
uc operator 413
variable, substitution 409
variable, testing empty 426
EXPN SMTP command 296-297
skipping routers when processing 104
external command for routing 134
external delivery agent 85-86
compared with filter 212
external host, virus checking on 97-98
extract _addresses_renove_
ar gunent s option 303, 483

E
F=inlog lines 515
- F option 370, 485
-f option 84, 94, 217, 304, 464, 484—-485
removing restriction on use 465
fail:
in redirection lists 82, 143
interaction with ACL 327, 328
fail (router outcome)
definition of 37
forcing 143-144
fail filter command 236
fail inexpanded strings 428, 429, 436
falback hosts 173
set in routers 115-116
fal | back_host s option
in routers 115
in smtp transport 173
fentl() locking function 68, 188
FIFO (named pipe) delivering to 183
file lookup see lookup
file option
in appendfile transport 181, 191
in autoreply transport 206
in redirect router 79, 137
files
attribute check in redirect 145
cdb format 75
existence testing in expansions 427
for each message 239-241
group, disabling check 145
hints 30, 242—244
indexed 72
locking with lock file 187188
locking with lock function 188

files (continued)
mailbox locking in appendfile 187—-190
maintaining aliases 536537
message logs 241
mode check in appendfile 184
non-existent, creating 183
one per message 190-192
owner check in appendfile 184
owner, disabling check 145
restricting router by existence 105-106
shared by Exim processes 238-244
system aliases 39
fil e_expand option 206
file_format option 186
file_must_exi st option 183, 460
file_optional option 206
file_transport option 48, 146, 213
filter
Exim see Exim filter
Exim vs Sieve 208
Sieve see Sieve filter
system see system filter
with multiple user addresses 87
filtering messages 208-237
in transports 160-163
filter_prepend_homne option 224
final _tinmeout option 170
finish filter command 211, 229
first_delivery filter condition 234
flock() locking function 188
f or anyaddr ess filter condition 234
forbi d_bl ackhol e option 143
forbid _eximfilter option 213
forbid_fil e option 79, 148, 213
forbid_filter_xxx options 213-214
forbi d_i ncl ude option 143
f orbi d_pi pe option 79, 148, 214
forbid_sieve filter option 213
forced expansion failure 57
forgery of mail 16
format
of address 10
of mailboxes 185-186, 191
of messages 9
forward files
broken, telling the user 149-150
bypassing 101, 149
skipping when verifying 103, 139
when filtering 208
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forward dlash see / (forward slash)
forwarding
filter example 209
interaction with aliasing 141
FreeBSD
indexed password file 66
killall command 527
MTA configuration 554
ports mechanism 541
freeze control 330
freeze filter command 236—-237
freeze_exec_fail option 202
From: header line 11, 226, 485
input processing 370-371
“From” line (for sender address) 304, 369
as message separator 177
when filter testing 216, 217
f romoption 205
frozen messages 45, 6061, 254
forcing in queue runs 488
ignoring or discarding bounces 61

G
gcc (GNU C compiler) 541
gdbm (GNU DBM) 393
“gecos’ field 370, 485
gecos_nane option 370
gecos_pattern option 370
generated addresses see child addresses
generic options
for routers 100-121
for transports 151-164
get host bynan®e option
smtp transport 173
GMT (Greenwich Mean Time)
in timestamps 472
offset from 581
GNU/Linux
binary distributions 541
DBM library for 541
file system performance 67
killall command 527
syslog performance 506
TZ variable 472
GnuTLS 276
GPL (GNU Genera Public License) 1
group
for mailbox directory access 182

group (continued)
set in routers 113-115
specid for local delivery 152
supplementary list 152

gr oup option
in routers 48
in transports 48, 152

H
- Hfile 239, 250
H=inlog lines 517
hardware for busy sites 68
hash see also # (hash, sharp sign)
expansion operators 412
for certificate directory 279
numeric 67
header lines
added by ACL 322
adding in filters 237
adding in routers 111-113
adding in transports 154—156
checking in ACLs 340-341
definition of 10
extracting recipients from 303, 483
forged 16
in expanded strings 409-410
removing in filters 237
removing in routers 111-113
removing in transports 154156
rewriting at reception time 376
rewriting in dnslookup router 126
rewriting in transports 157, 377
syntax of 10
testing for existence 426
verifying syntax of 340
headers add filter command 237
header s option 206
headers remove filter command 237
header s_add option
in routers 111
in transports 155
not allowed with one_t i ne 148
header s_onl y option 154
header s_r enpve option
in routers 111
in transports 155
not allowed with one_t i ne 148
headers_rewrite option 157, 377
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HELO SMTP command (see also EHLO)
including in BSMTP 179
hel o_accept _junk_hosts 308
hel o_al | ow_char s option 308
hel o_dat a option 168
hel o_I ookup_domai ns option 307
hel o_try_verify_hosts option
307, 337
hel o_verify_hosts option 307
Hi de button (Exim monitor) 532
hi de in option settings 56, 401
hi de_chil d_in_errnsg option 139
hiding
child address in error message 139
configuration data 56, 401
high load, reducing Exim'’s activity at 61—62
hints 30, 242—244
database maintenance 537-539
deleting on reboot 167
for reusing connections 167
for serialized host connections 167
tidying 244
updating 46
hol d_donai ns option 255
home directory
in transports 152
mailbox in 181
set in router for transport 115
$home variable 105, 152
in routers 100
in user filter 224
hone_di rect ory option 152
host(s)
alias names for 451
authenticating 170, 281-295
blocking 332
checking in ACLs 332-333
fallback 115-116
looking up name from IP address 306—307
multihomed 168, 174
overriding in transports 172
randomizing in manualroute router 130
randomizing in smtp transport 173
serializing connectionsto 167
specifying in smtp transport 172-174
underscore in names 308
verifying names 306—307
host errors 258-259
host lists (see also lists) 58, 447—-452

host lists (continued)

DNS forward lookup 450

DNS reverse lookup 450-451

empty itemsin 447

host lookup failure 450

host name, use of 450-451

IP address checking 448-450

IP address lookup item 449-450

IP address, masked 448-450

IPv6 addresses 449

local hogt, testing for 447

local interfaces 448

name lookup item 452

names vs | P addresses 452

order of items 451

query-style lookup 450

regular expressions 452

single-key lookup 449

unknown host name, accepting 451

wildcard names 451
host names

as email domains 23

finding from IP addresses 24

in local transports 133

in retry rules 263

syntax of 21

underscore in 308

UUCP 90

verifying 306—-307
$host variable 90, 133, 161, 281, 288
hostmaster 25
host s ACL condition 332-333
host s option 89, 172
hosts_avoi d_esnt p option 168
hosts_avoi d_t| s option 280
hosts_max_try option 166
hosts_max_try_hardlimt option 167
hosts_overri de option 172
host s_randomi ze option

in manualroute router 130

in smtp transport 97, 173
hosts_requi re_aut h option 170,

264, 288

hosts_require_tl| s option 280
hosts_try_aut h option 170, 288
$host_address variable 161, 281, 288
host _find_fail ed option 129-130
host _| ookup option 306
hub, mail see mail hub
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hyphen see - (hyphen)

I
I =inloglines 513
-i option 482
i base lookup type 402-403
i base_servers option 403
ident protocol see RFC 1413
identifying messages 49
i f expansion item 82
if filter command 229
. i fdef in configuration files 56
| FS setting
in command for pipe transport 86
in pipe filter command 225
not needed in pipe command 198
i gnore_bounce_errors_after option
61, 338
i gnore_fronline_hosts option 370
i gnor e_st at us option 47, 201
i gnore_t arget _host s option 109
IMAP (Interactive Mail Access Protocol) 6
Cyrus server 203
mailbox format 191
use of password file 66
in-addr.arpa domain 24
In-Reply-To: header line 226
i ncl ude:
in mailing lists 80
in redirection lists 143
. i ncl ude in configuration files 54, 536
+i ncl ude_unknown
in DNS black lists 334
in host lists 451
incoming SMTP connections
controlling 62—63
indexed file 72
indexed password file 66
inetd 30, 482
configuration 295
i ni tgroups option 115, 152
input directory, splitting 240
installing Exim 551-552
aternative approaches 541
info documentation 554
naming the binary 551
InterBase 402-403

interface
choosing outgoing 168
logging incoming 513
setting up for listening 246
i nterface option 168
intermittently connected hosts 271-275
holding incoming mail for 68, 132,
272-273
incoming messages, accepting 275
use of daemon 274
use of Exim on 273-275
use of queue_only_fil e option 251
Internet mail, general description 4-27
Internet message standards 9
I/O errors 258
IP addresses
checking in host lists 448—-450
ignoring erroneous in routers 109
inipliteral router 127
in MX records 471
looking up in manualroute router 129
looking up in smtp transport 173
masking 413
ip6.arpa domain 24
ipliteral router 127, 470
i pl sear ch lookup type 392
IPv4 address format 20
IPv6
address format 20
address format in host lookups 449
disabling 64
forcing use of 64
in host lists 449
i nterface option 169
i s filter condition 231

J

- J files 241

journal files 241

junk mail 16, 20, 60, 300

K

Kerberos 295

kill command 51, 536

killall command 527

killing processes, commands for 527
killing the daemon 246
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L
large installations 66—70
hardware configuration 68-70
large message queues 65
LDAP 399-402
authentication 400401, 425
data returned 401-402
DN lookup 401
encrypted data 423
multiple entry lookup 401
quoting rule 415
| dap lookup type 399-402
| dapdn lookup type 401
| dapmlookup type 401
| dap_def aul t _servers option 399
left angle bracket see < (left angle bracket)
LF (linefeed) 9, 301, 471, 484
inlocal delivery 179
limiting
client bandwidth 343
connection rate 343
incoming connections 62—63
message arrival rate 308309, 342—344
message size 63
message size in transports 154
number of delivery processes 65
output from pipe 202
parallel remote delivery 64, 254
SMTP command rate 343
line termination 9
linear password file 66
linefeed see LF (linefeed)
Linux see GNU/Linux
List-: header lines 476
lists 440-455
address lists 452—455
changing separator character 440
comments in interpolated files 442
common structure 440-443
domain lists 444447
file interpolation 442
host lists 447—452
local part lists 455
lookup items 442
named 443
named, compared with macros 59
named, maximum number of 443
named, overview 59-60
negative items in 440-441

lists (continued)
separator character 59, 440
whitespace in 58
LMTP (Loca Mail Transfer Protocol)
203, 298
in smtp transport 171
Imtp transport 203—-204
affixes in RCPT 157
batching addresses in 174-176
use of bat ch_max option 204
| mt p_i gnor e_quot a option 171
load on system
gueueing messages when high 251
reducing Exim’s activity when high 61-62
local delivery
batched SMTP 179-180
errors 261
escaping lines 178
line terminators 179
message separators 176-178
setting environment in routers 113-115
use of retry rules 263-264
user and group set in routers 113-115
with special group 152
Local directory 543
local domains
multiple 71-74
multiple, differentiating between 73
local host
in smtp transport host s option 174
routing to 117-119
virus checking on 94-96
local message (non-SMTP) 482-484
line termination 484
local part
case-sensitive 92-93
definition of 10
ignoring for local delivery 90-92
prefix/suffix 81, 87, 101-102, 372
prefix/suffix, in RCPT 157
restricting in routers 104
unqualified in redirection data 141
unusua charactersin 313
usein retrying 120, 164
local part lists (see also lists) 455
local routing data 88
local scan function 367
local SMTP 298-299
local transport, batching addresses 174-176
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local user, checking in routers 105 log files (continued)
| ocal host _nunber option 49 per-message 241
locally submitted message reject and message logs, suppressing 506
envelope sender for 84 searching 523
specifying in ACL 330 log line tags see individual tags
testing for 447 summary 522
Local/Makefile 543-548 | og option 207
| ocal _from check option 372, 464, 485 log selectors summary 511
| ocal _from prefix option 372 lodfile filter command 228
| ocal _interfaces option 246 logging
$local_part variable autoreply messages 228
in batch delivery 175 deferred delivery 521
in rewriting rules 380 deliveries 519-521
in system filter 208 delivery failure 521
in transports 153 destination, control of 506—-509
| ocal _parts ACL condition 339 increasing or reducing 510-516
| ocal _parts option 78, 89 main log entries 517-522
$local_part datavariable 89, 339, 447 message reception 517-519
| ocal _part_prefix option 81 multiple SMTP recipients 520
$local_part prefix variable 101 style of 109
| ocal _part_prefix_optional summary of fields 522
option 102 summary of selectors 511
| ocal _part _suffi x option 81 suppressed delivery 502
$local_part_suffix variable 101 timestamps 471, 517
| ocal _part_suffix_optional to syslog 506, 509-510
option 102 | ogwri te ACL modifier 326
local_scan() function 367 logwrite filter command 228
| ocal _sender _retai n option 372 | og_as_| ocal option 110
location of mailboxes 181-183 | og_def er _out put option 202
lock files 187-188 | og_fail _output option 202
creating 189 | og_file_path option 506
not using 68, 189 | og_nmessage ACL modifier 327
reason for using 188 | og_out put option 202
lockf() locking function 188 | ookup expansion, disabling in filters 213
| ockfil e_npde option 189 lookups 389406
| ockfile_timeout option 189 by name in host lists 452
locking see also mailbox locking caching 406
fentl() function 68 cdb 394-395
flock() function 188 dbm 393-394
lockf() function 188 dbmz 394
message files 242 dnsdb 404
| ock_fcntl _ti meout option 189, 190 dsearch 395
| ock_i nterval option 189 in domain lists 446-447
| ock_retries option 189 in expanded strings 429-432
log files 244, 505-506 inlists 442
cycling 507-508 including at build time 545
datestamped 508 InterBase 402—-403
extracting information from 523-525 IP address in host list 449-450

overview 50 i pl search 392
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lookups (continued)
| dap 399-402
LDAP, data returned 401-402
LDAPR, DN lookup 401
LDAP, lookup types 401
LDAP, multiple entry lookup 401
| dapdn 401
| dapm 401
| search 391
MySQL 402-403
nis 395
ni spl us 405
nwi | dl search 391
Oracle 402-403
overview 57-58
passwd 405
PostgreSQL  402—-403
query-style 398-406
guery-style, overview 390
guoting data in queries 398
single-key 390-398
single-key, default values 396
single-key, overview 390
single-key, partial matching 396—398
SQL 402-403
SQLite 402-403
styles 389-390
temporary errors 406
usage 389-390
whoson 406
wi | dl search 391
| ookup_open_nax option 406
loopback address 250, 301
loopback interface 62, 274, 300, 315
loops while routing 45
| sear ch lookup type 391

M
- Moption 62, 254, 465
- M.. options 352, 493-494
macros
changing the values of 55
compared with named lists 59
example 55
in configuration files 54-55
overriding on command line 492
mail filter command 225-228
disabling 214

mail hub
definition 133
using a manualroute router 133
mail routing see routing
MAI L SMTP command 14
error response to 259
for BSMTP 299
rate limiting 308
timeout after 259
mailbox directory
multiple levels 67
performance limitation 67
mailbox format 185-186
Berkeley 176
changing transport for 186
maildir 68, 191-192
MBX 185
MMDF 177, 178
mailbox locking 187-190
avoiding 68
failure of 67
fentl(), blocking and non-blocking 189
lock files 187—188
lock files, why use? 188
MBX rules 190
options in appendfile 189-190
performance 189
single-file vs multi-file 180
with lock function 188
with NFS 188
mailboxes
FIFO 183
group access to directory 182
in home directory 181
in multiple directories 410, 412
in shared directory 182-183
location of 181-183
lock avoidance 68
maildir format 68, 191-192
maintenance 539-540
mode checking in appendfile 184
mode for unprivileged delivery 460
NFS-mounted 68
owner checking in appendfile 184
guota control 192-196
guota for number of files 193
guota, inclusive and exclusive 195
guota, warning message 195
simultaneous delivery into 67
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mailboxes (continued)
symbolic links 183
maildir++ 194
maildir format mailboxes 68, 191-192
maildir tags 194
maildirsize files 194
guota control 193
mai | di r_format option 192
mai | di r_quot a_di rectory_regex
option 194
mai | di r _tag option 192, 194
mai | di r_use_si ze_fil e option 194
mailing lists 78-85
automatic subscription 83
closed 81-83
independent managers 78
NFS-mounted 80
re-expansion, suppressing 81
scanning postings 83
syntax errorsin 80
using external software 83-85
mailg command 50, 503
main log 50, 505
format of entries 517-522
Magjordomo 83
manual routing 88
manual | y_t hawed condition 493
manualroute router 88, 127-134
bydns inroute_list 129
inline routing rules 127-131
looked-up routing rules 131-132
looking up IP addresses 129
non-existent hosts 129-130
port, with host 130
randomizing host order 130
repeat routing 134
routing to a local transport 132
transport settings for 134
use for mail hub 133
masking |P addresses
in expansions 413, 450
in host lists 448-450
mat ches filter condition 231
maximum see limiting
max_out put option 202
max_rcpt option 153, 159, 166
MBX format mailboxes 185
locking rules 190
nbx_f ormat option 185

MD?5, for password encryption 423
message

8-bit bytes 301

additions by MUA and MTA 11
attachments 10

blocking 19

body, definition of 10

body not modified 301

cancelling 493

checking for virus or spam 162
checking incoming 17—-20

copying 108

encoding body 3

envelope sender for local submission 84
file format 239-241

filtering 208-237

forcing delivery 493

format of 9-11

freezing and thawing 493

from local process 302—-305

header, definition of 10

identifying 49

incoming processing 368-374
inspecting contents 493

limiting arrival rate of 308-309, 342—344
limiting size of 63

modifying body 98-99

modifying envelope 494

non-SMTR, timeout 483

“on the wire” 11-13

gueueing incoming 250-251, 330, 487
recipients when locally submitted 302—-303
scanning for viruses 93-98

sender when locally submitted 304—305
separator for local delivery 176-178
signed 98

size control, global 301

size control in transports 154

sources of 300306

submission 330

submission, problems with remote MUA 6
transporting header or body only 154

nessage ACL modifier 327
message errors 259

message files

format of 239-241
locking 242

message ID 66

description of 49



Index

603

message |D (continued)

in acceptance responses 296

uniqueness of 49-50
“Message is frozen” 254
message log files 241, 506

suppressing 69, 506
message queue see queue
message routing see routing
message store

Cyrus 203

description 203
Message-I1D: header line 12

input processing 373
$message _age variable 70

nessage_i d_header _t ext option 373

nmessage_| ogs option 69, 241, 506
nessage_prefi x option 177-178
for MBX mailbox 185
with BSMTP 179
with di rect ory option 191
$message sizevariable 107, 192
in ACLs 320
nessage_si ze_|imt option 296, 301
for all messages 63
for individua transports 154
nessage_suf fi x option 177-178
for MBX mailbox 185
with BSMTP 179
with di rect ory option 191
MH user agent 315
MIME parts
decoding 365
scanning 362—365
scanning with regular expressions 366
MIME-Version: header line 12
mimencode command 288
$mime xxx variables 362-365
minimal configuration file 52
misc database 243
mixed local/remote domains 88-89
MMDF mailbox format 177, 178
mode
checking in appendfile transport 184
checking in redirect router 145
in logfile filter command 228
in save filter command 223
mailboxes for unprivileged delivery 460
of autoreply log file 207
of created directory 191

mode (continued)
of lock files 189
of log files 466
of message files 457
of spool files 466, 546
node option
in appendfile transport 184, 460
in autoreply transport 207
nodemask option 145
node_fai |l _narrower option 184
monitoring Exim 525-535
nor e option 36, 116
overriding 130

withrout e_l i st in manualroute 129

- Mset option 439
MTA (Mail Transfer Agent)
backup 8
intermediate 7
job description 4
types of 8
MUA (Mail User Agent)
job description 4
on workstation 6
use of SMTP 6
nmua_wr apper option 461
multilevel mailbox directories 67
multiple local domains 71-74
multiple user addresses 86—88
mul ti _domai n option 166
MX (DNS mail exchange record) 23
backup, detecting in ACLs 339
broken 25, 471
non-existent 126
processing conditionally 125
recognizing secondary 125
required to exist 126
using for routing 123
when not present 23
@rx_any 340, 445
nmx_donai ns option 126
@x_primary 340, 445
@x_secondary 340, 445
MySQL 402-403
nmysql lookup type 402-403
nmysqgl _servers option 403

N
- Noption 500, 521
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$n0-$n9 variables 221
name servers
description 21
minimizing delaysin 68
named lists 443
compared with macros 59
maximum number of 443
overview 59-60
named pipe see FIFO (named pipe)
ndbm 393
negation in lists 39
interaction with macros 59
interaction with named lists 59
never _mai | option 207
never _users option 459
newaliases command 503
newlines
in data from adnsdb lookup 404
in data from an LDAP lookup 401
in data from an SQL lookup 403
in echo command 288
in Exim filters 219
in file insertions 432
in header insertions 409
in logwrite filter commands 228
inl sear ch files 39, 391
in mailbox files 177
in message ACL modifiers 328
in redirection lists 139, 140, 143
when adding header lines 112, 155, 237
NFS (Network File System)
lock files used with 188
mailboxes mounted on 68
mailing lists mounted on 80
nhash example 67
NIS 66, 395
ni s lookup type 395
ni spl us lookup type 405
NMH user agent 315
noer ror in filter command 225
non-ASClI characters 467—468
non-existent file, creating 183
NS (DNS name server record) 26
NTLM see SPA
nwi | dl sear ch lookup type 391

O
- 0A option 503

- od... options 486-487
- oe... options 487-488
- 0i option 303, 482
- OM.. options 485-486
filter testing 218
- oM option 94
once option 207
once-only autoreply 227
once_r epeat option 207, 227
one-time redirection 148
one_ti ne option 148
in redirect router 81
open relays
definition of 19
in DNS black lists 333
testing programs 314
OpenSSL 276
operations overview 49-70
options
Boolean values 53
build-time 32
common for appendfile and pipe transports
176-180
common to all authenticators 289-290
generic for routers 100-121
generic for transports 151-164
hiding datain 56, 401
mailbox locking in appendfile 189-190
guote usage in 53
runtime 32
syntax of 53
time interval values 53
- or option 483
Oracle 402-403
or acl e lookup type 402-403
oracl e_servers option 403
OS directory 544
- 0s option 482
output from pipe 202
owner s option 145
owngr oups option 145
- oX option 247, 481

P

P=inlog lines 515, 518

PAM (Pluggable Authentication Modules)
424-425

panic log 50, 506
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parallel processing 30
in remote delivery 254
in remote delivery, limiting 64
inrouting 83
parentheses see () (parentheses)
partial matching in single-key lookup 396-398
pass (router outcome) 116
definition 37
passwd lookup type 405
password file
indexed 66
information from 485
linear 66
used by IMAP and POP 66
passwords, encrypted 423
pass_on_ti nmeout option 117
pass_rout er option 117
pat h option 197
pathname, redirecting to 142
- pd option 437
“percent hack” 384
percent see % (percent)
performance
disabling reject and message logs 506
disk I/0O 68
hardware considerations 68
holding mail for dial-up hosts 272
improving with fentl() locking 68, 189
many messages for one host 489
many messages in one file 191
of file system 67
of lookups 393
of syslog 506
parallel remote delivery 64
reducing database queries 431
repeatedly routing same domain 124, 134
with large message queue 65, 240
Perl
calling from expanded string 437—-438
DBM functions 394
embedded 214
per| expansion item, disabling in filters 214
perl _at_start option 437
per| _startup option 437
“Permission Denied” for
require_files 106
per sonal filter condition 232
pgsql lookup type 402-403
pgsql _servers option 403

Pine user agent 185
pipe
error return from 261
redirecting to 142
pipe filter command 224-225
disabling 214
pipe symbol see | (vertical bar)
pipe transport 47, 196-203
affixes in RCPT for BSMTP 157
batching addresses in 174-176
compared with autoreply 204
defining the command 196-197
environment for command 199-200
error handling 201
expansion of command 198-199
| FS not needed 198
options in common with appendfile
176-180
output handling 202
parsing the command 198-199
restrictions on command 201
shell, not used by default 198
shell, using 199
temporary errors 201
timeout for command 200
user and group 197
pipelining 13
$pipe_addresses variable
in pipe transport 199
in transport filter 161
pi pe_transport option 47, 146, 213
pkill command 527
plaintext authenticator
inaclient 293
in aserver 290-293
password checking 292—-293
plus see + (plus)
policy controls 306—345
for blocking messages 19
testing 497—499
POP (Post Office Protocol) 6
mailbox format 191
use of password file 66
port option 169, 171
ports
for incoming connections, logging 513
for outgoing connections 169
for outgoing connections, logging 514
in manualroute router 130
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ports (continued)
used by daemon 247
PostgreSQL  402-403
postmaster
accepting addressin ACLs 314
for virtual domains 77-78
role of 27
unqualified address 305
Precedence: header line 476
preconditions for routers 35, 101-107
prefix for local part 81, 87
in RCPT 157
preserve_nessage_| ogs option
241, 506
pri mary_host nane option 168, 445
print _topbitchars option 371, 517
private key, creating 277
privileged users 464—466
processes
central, lack of 245
commands for killing 527
coordination of 30
daemon 246-250
defunct 249
delivery 253-255
descriptions of types 244—-256
design overview 30
limiting number of delivery 65
message handling, summary 255
overview of different types 238
querying 526-528
queue runner 30, 65, 251-253
reception 250-251
relationships 245-246
user and group ids 244
“zombie” 249
procmail 85-86, 197, 212
use of | FS 86
prod_requi res_adm n option 465
protocol for message submission 7
pr ot ocol option 169, 171
prvs (private signature) for BATV 352
checking signatures 354
delivering to signed addresses 355
signing addresses 353
ps command 526
- ps option 437
PTR (DNS pointer record) 24-25
publ i c_nane option 289

pwcheck daemon 425

Q

- q option 65, 246, 252, 465

- Q... options 252, 488—-490

- qf option 62, 274

Qr=inloglines 514

gualification domain, default 60

qual i fy_domnai n option 60, 84, 141, 223,

302, 305, 372

qual i fy_preserve_donai n option
76, 141

qual i fy_reci pi ent option 60, 76, 141,
223, 302, 305

query-style lookup, definition 58
queryprogram router 134-137

$address datavariable 136

result of command 135-137
guestion mark see ? (question mark)
queue

definition 29

implementation of 250

information about 492

inspecting 50

large 65

listing by non-admin user 465

number of messages on 492

obtaining a summary of 525
queue runners 251-253

for initial delivery only 252, 488

for local delivery only 252, 488

for specific addresses 490

for specific messages 490

including frozen messages 488

maximum number of simultaneous

249, 252

options summary 491

order of message processing 253

overriding freezing 252

overriding retry times 252, 488

periodic 489

processing in order of message arrival 253

specid types 252—253

starting 488-490

starting by non-admin user 465

two-pass processing 489
gueueing

avoiding in client 461
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gueueing (continued)

incoming messages 330, 487
gueue_dommai ns option 255, 273
gueue_list_requires_admn

option 465
gueue_onl y control 330
gueue_onl y option 65, 250, 252, 487
queue_only file option 251
gueue_onl y_| oad option 61, 251
gueue_run_i n_order option 253
gueue_run_max option 65, 249, 252
gueue_snt p_donai ns option 255,
274, 487

Qui t button (Exim monitor) 530
QUI T SMTP command 15
quota

failure 261

for mailbox 192-196

inclusive and exclusive 195

retry rule for exceeding 264

warning message 195

warning threshold 195
guot a option 193
qgquot a_fil ecount option 193
qguota_i s_inclusive 195
guot a_si ze_r egex option 194
guot a_war n_t hreshol d option 195
guote see " (double-quote) or ' (single-quote)
guoting data in lookups 398
quoting in expanded strings 413-416

R
R=inlog lines 519
- Roption 297, 490
Radius authentication 425
randomizing host lists
manualroute router 130
smtp transport 173
rate of message arrival, limiting 308-309,
342-344
ratelimt ACL condition 342—344
ratelimit database 243
RBL (Reatime Blackhole List) 333, 335
RCPT SMTP command 14, 17, 166
error response to 259
rate limiting 308
timeout after 259
use of affixes 157

$rept_count variable in ACLs 320
rcpt _i ncl ude_af fi xes option 157
readfi | e expansion, disabling in filters 214
readsocket expansion, disabling in fil-
ters 214
reboot, deleting hints 167
Received: header line 12, 16
input processing 373-374
timestamp 471
recei ved_header _t ext option 373
$received port variable 247
$received protocol variable 94, 287
recei ve_ti nmeout option 483
reception processes 250-251
reception, suspending at high system load 62
recipient errors 259-260
recipients
as command arguments 302
checking in ACLs 339
extracted from header lines 303, 483
for batched SMTP 303
for local SMTP 303
for locally submitted messages 302-303
reci pi ents ACL condition 339
$recipients variable 96, 235
in system filter 208
$recipients_count variable
in ACLs 320
reci pi ent_unqualified_hosts
option 305
redirect router 39, 40, 137-150
address duplication 140
ancestor checking 145
check_| ocal _user option, use of 145
delivery to file 48
delivery to pipe 47
disabling certain features 145, 213
disabling owner and group checks 145
enabling certain features 145
file attribute checks 145
filter, setting up 212-214
redirection data, interpreting 139
redirection data, obtaining 137-138
redirection list, non-address items 142—144
repeated use of 145
rewriting child addresses 148
Sieve options 147
syntax of redirection list 140
t ransport option, must not set 137
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redirect router (continued)

transport options 47

transports for files and pipes 146
redirected addresses, processing 107
redirecting addresses 137-150
redirection

bypassing lookup default 144

discarding addresses 143

fail: 82

fileinclusion 80

forcing defer or failure 143-144

including a sublist 143

many recipients 83

one-time 148

syntax errorsin data 148-149

to pathname or pipe 142

to same address 140

verification, effect on 351
redirection data

backslash in 141

interpreting 139

non-address items in 142144

obtaining 137-138

syntax of 140

unqualified local part in 141
redi rect _router option 78, 93, 107
References: header line 204
$regex_match_string variable 366
regular expressions

“ends with” example 385

for content scanning 366

in domain lists 446

in expanded strings 419, 421

mat ches in filters 231-232

guoting data in expansion 414
reject log 50, 505

suppressing 506
relaying messages

access checking 535

overview 309-311
rel ay_from hosts host list 315
relay_to_domai ns domain list 316
renot e_nmax_paral | el option 64, 65,

246, 254

renote_sort_domai ns 255
repeat _use option 145
replies, automatic 204—207
Reply-To: header line 11, 226

in bounce messages 474

$reply_address variable 226
reply_to option 205
reply_transport option 213
require verbin ACLs 322
require_fil es option 85, 105-106
Resent-: header lines 369
restrict_to_path option 201
retry database 242, 257
retry rules 262—268

error names 264

examples 268

for quota errors 264

overview 262

parameter sets 266

pattern format 263

testing 499

use for local delivery 263-264

use for remote delivery 263
“Retry time not reached” 521
retry times, overriding in queue runs 488
retrying 257-275

computing retry times 266—267

finding when next 525

long-term failures 269-270

overview 257-258

smtp transport options 174

timeout of data 269

ultimate address timeout 271

use of local part 120, 164

using retry times 267
retry_dat a_expire option 269
retry_defer log selector 521
retry_include_i p_address option 174
retry_interval _nmax option 267
retry_use_l ocal _part option 164, 263
return path (see also envelope sender)

changing in routers 113

definition of 13

rewriting in transports 158
Return-path: header line 13, 43, 155

filter testing 217

input processing 373
return_fail _output option 90, 202
ret urn_nessage option 206, 227
ret urn_out put option 47, 202
ret urn_pat h option 158, 159, 377
$return_path variable 158
return_pat h_add option 155
return_pat h_renove option 155
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return_size_|imt option 154, 206,
227, 301

$return_size limit variable 477
reverse DNS lookup 24
rewrite option 148
rewite_headers option 126
rewriting addresses 374-388

at SMTP time 383-385

automatic 374-375

bang-path rewriting 384

child addresses 148

conditional 380

configured 375-388

curtailing 382

disabling 380

extended example 385-387

flags controlling rewriting 382—385

general 376-377

headers lines in transports 157

in transports 377

incomplete domain 375

lookup-driven 381

order of 376

overview 375-376

phrase included 382—383

repeating arule 382

return path in transports 158

rule application 380

rule format 378-379

rule patterns 379-380

rule usage 378

testing rewriting rules 388

unqualified new recipient 382
RFC 1413 (Identification Protocol) 462—463

datain log lines 517

disabling callback 463

forcing avalue 486

logging timeout 513
RFC conformance 466471
rfcl413_hosts option 463
rfcl4l13_query_ti meout option 463
rmail command 503
root, delivery as considered harmful 459
root privilege 244, 457-459

Exim overview 458

running without 459-460

Unix overview 457-458
routers 122-150

accept 122-123

routers (continued)
adding data for transports 110-113
adding header lines 111-113
automatic skipping 45
changing successful outcome 107-110
changing the return path 113
checking for local user 105
condi ti on precondition 107
debugging 120
definition of 33
DNS timeout 116-117
dnslookup 123-126
erroneous | P addresses, ignoring 109
falback hosts 115-116
forcing verification failure 108-109
generic options 100-121
$home variable in 100
ipliteral 127
list of 122
local part prefix/suffix 101-102
manualroute 88, 127-134
overriding hosts in transports 172
preconditions 101-107
processing redirected address 107
queryprogram 134-137
redirect 137-150
removing header lines 111-113
restricting by file existence 105-106
restricting domains 104
restricting local parts 104
restricting senders 105
return values from 37
routing to the local host 117-119
setting environment for local delivery
113-115
skipping for EXPN 104
skipping when verifying 103
“unseen” delivery 108
use for verification only 103
use when testing 104
use when verifying 103
using transports 47-48
rout er _honme_di rectory option 153
rout e_dat a option 131
route_list option 89, 127
routing
an address 35-37
by externa command 134
complications 44-45
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routing (continued)
defer, forcing 143-144
DNS records 23
failure, forcing 143-144
introductory example 33
loops 45
manually 88, 127-134
message when unrouteable 116
MTA overview 16-17
parallelism 83
remote address to local host 45
rules for manualroute router 127
same domain 124, 134
simple example 37-44
temporary errors 261
testing 496497
to asingle host 127
to IP addresses 127
to local transport by manualroute 132
using local data 88
using the DNS 123
rsmtp command 503
r un expansion, disabling in filters 214
rung command 504
$runrc variable 436
runtime configuration see configuration

S
S=inlog lines 513
- S option 490
same domain, routing 124, 134
same_domai n_copy_routi ng option
in dnslookup router 124
in manualroute router 134
saslauthd daemon 425
save filter command 223-224
disabling 213
SBL (Spamhaus Block List) 2, 19
scanning
at SMTP time 357-367
for viruses 93-98, 357—359
MIME parts 362—365
with alocal function 367
with regular expressions 366
sear ch_parent s option 125
security issues 456—-460
seen filter command qualifier 211, 220
sel f option 45, 118

semicolon see ; (semicolon)
sender address

abuse of 18

changing 79

empty 13

for locally submitted message 60, 84,

304-305, 464, 484-485

from - f option 304

from “From ” line 304

in bounce messages 13

in MAI L command 14

in Return-path: header line 43

invalid 18

replacement by mailing list 13

restricting in routers 105

set by trusted user 304

testing 82

verifying 19, 338-339
Sender: header line 464, 485

input processing 371-372
sender name in header line 485
sender s ACL condition 337
sender s option 81
$sender_address variable

in autoreply transport 205
$sender_address domain variable 99
sender _domai ns ACL condition 337
$sender_helo_name variable 306
$sender_host_address variable 278
$sender_host_authenticated variable 287
$sender_host_name variable 306
$sender_ident variable 465
$sender_ratevariable 342
$sender_rate limit variable 342
$sender_rate periodvariable 342

sender _unqual i fi ed_hosts option 305

Sendmail

command interface 2

command line compatibility 502—503
separator character in lists 59
serial i ze_host s option 167, 243
serializing connections to hosts 167
server _condi ti on option 290
server _pronpts option 290
server_secret option 293
server _set _i d option 290, 294
set ACL modifier 329
setuid root 244, 458
SHA-1, for password encryption 423
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shadow transports 163-164
shadow_condi ti on option 164
shadow_transport option 163
sharp sign see # (hash, sharp sign)
shell
for pipe filter command 224
not used for pipe command 86
pipe transport 198, 199
running Exim from 302
Sieve filter 2
configuring appendfile for 184
Exim filter, compared with 208
redirect options for 147
testing 216-218
si eve_subaddr ess option 147
si eve_user addr ess option 147

si eve_vacation_directory option 147

S| GHUP signal 32, 51, 249, 536
signature, digital 98
S| GQUSRL signal 526
simultaneous message delivery 67
single-key lookup, definition 58
single-quote see ' (single-quote)
Si ze button (Exim monitor) 530
size of messages, limiting 63, 301
S| ZE SMTP option 14, 259, 472
in smtp transport 170
on incoming message 296
with transport filter 161
si ze_addi ti on option 170
ski p_del i very log selector 242, 522
ski p_syntax_errors option 80, 149
dlash see / (forward slash)
smart host 274, 461
definition 127
router configuration 128
SmartList 83
SMTP (Simple Mail Transfer Protocol)
active host name 479
authentication see authentication
banner strings 479
batched 95, 178, 179-180, 299
batched, use of affixes 157
controlling incoming connections 62—63
encryption 16
extended, avoiding use of 168
fixing malformed addresses 383
incoming from all sources 301

incoming from local processes
298-299, 482
incoming over TCP/IP 295-298
line terminators 471
outgoing timeouts 169
reply syntax 13
response codes 13
response codes, changing 144, 328
rewriting addresses 383-385
summary 13-15
temporary errors 15
transferring a message 14
use by MUA 6
use of SI ZE option 170
SMTP connections
for multiple messages 489
limiting 248
logging 515
reserving for certain hosts 248
smtp transport 165-174
affixes in RCPT 157
connection control 168-170
falback hosts 173
hosts tried, limiting 166
IP address lookup 173
limiting connections 166
LMTP protocol 171
local host 174
multiple addresses 166
overriding router’s hosts 172
primary list of hosts 172
randomizing lists of hosts 173
retry control 174
serializing connections 167
specifying hosts 172-174
use of AUTH command 170
use of SI ZE option 170
$smtp_command variable 320
SMTPS protocol 278
snt p_accept _nmax option 62, 248
snt p_accept _nmax_per _host option 248
snt p_accept _queue option 63, 248
snt p_accept _queue_per _connecti on
option 250, 275
snt p_accept _reserve option
62-63, 248
snt p_acti ve_host nane option 247, 479
$smtp_active_hostname variable 479
snt p_banner option 479
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snt p_check_spool _space option 296
$smtp_command variable 320
$smtp_command_argument variable 320
snt p_connect _backl og option 63, 249
snt p_et rn_command option 298
sntp_etrn_serialize option 298
snt p_l oad_reserve option 62
sntp_ratelimt_xxx options 308
snt p_reserve_host s option 62, 248
$sn0-$sn9 variables 221
socket

Internet 435

reading from 435

Unix domain 435
Solaris

Bourne shell, echo command 288

file system performance 67

ndbm library 393

pkill command 527

socket-related functions 547

TZ variable 472
source routed address 470
SPA (NTLM) authentication method 295
spam checking 16

case-sensitivity 455

in ACLs 359-362

using transport filter 162
spam, collateral 18, 476
SpamAssassin  359-362

specifying connections 361
spamd 361
$spam xxx variables 360
split_spool _directory option 66, 240

with queue_run_i n_order 253
spool, definition of word usage 7
spool directory

creation 551

space, checking 472—-473

splitting 66
“Spool fileislocked” 242, 522
SQL lookups 402-403

example of use of macros 55
SQLite 402-403
sql i t e lookup type 402-403
square brackets see [] (square brackets)
SSL see TLS
SSMTP protocol 278
standards for Internet messages 9
starting Exim, no such concept 30

STARTTLS SMTP command 276
statistics, extracting from log files 523-525
“sticky bit” 182, 553
stopping Exim, no such concept 30
string expansion see expansion
strip_excess_angl e_brackets
option 469
strip_trailing_dot option 469
Subject: header line
in bounce messages 477
in quota warning messages 195
in warning messages 478
logging 516
subj ect option 206
submi ssi on control 368
submission mode 330, 368
suppressing 330, 368
submission protocol 7
suffix for local part 81, 87
in RCPT 157
supplementary groups 152
suppressing
automatic header rewriting 126
delivery of messages 500
duplicate syslog lines 509
immediate delivery 65, 252
local submission processing 372
message logs 69, 506
re-expansion of mailing lists 81
reject log 506
routers during verification 103
Soool fileislocked 522
string expansion 231
TLS in outgoing connections 280
warning messages 475
suppress_| ocal _fi xups control
330, 368
symbolic link for mailbox file 183
synchronous delivery 461, 486
syntax
errorsin .forward files 149-150
errors in mailing lists 80
errors in redirection data 148-149
errors in string expansions 57
of options 53
syntax_errors_text option 149
syntax_errors_t o option 80, 149
sysadmin
adding to Exim group 457
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sysadmin (continued)
reading log files 457
syslog 506, 509-510
sysl og_dupl i cati on option 509
sysl og_facility option 509
sysl og_processnane option 509
system dlias file, building DBM version 394
system filter 208
additional features 235
setting up 214
testing 216-218
virus scanning 96-97
system load 251
reducing Exim’s activity when high 61-62
system filter option 214
systemfilter_directory_
transport option 214, 224
systemfilter_file_transport
option 215
system filter_group option 215
system filter_pipe_transport
option 215
system filter_reply_transport
option 215
system filter_user option 215

T
T=inlog lines 516, 519
-t option 302, 303, 373, 483
TCP/IP
connection from local process 250
incoming SMTP 295
reusing connections 167
tdb (trivial data base) 393
tenp_errors option 201
testing
before turning on 552-553
calouts 497
command line options for 495-500
configuration syntax and content 495-496
daemon 553
filter 216-218
policy controls 497-499
retry rules 499
rewriting rules 388
routing 104, 496—497
string expansion 438
verification of addresses 352, 496

testprint filter command 229

t ext option 206

thawing
automatic 488, 534
by forced delivery 493
manual 234, 237, 493, 534

tidying hints databases 537—539

time interval option values 53

time taken for delivery 513

time zone 471

timeout

after final .’ 259

after MAI L command 259

after RCPT command 259

in connection attempt 258

in DNS black lists 334

in DNS while routing 116-117

in incoming non-SMTP message 483

in incoming SMTP message 482

in outgoing SMTP 169, 258

in RFC 1413 query 463

in transport filter 162

in verification callout 348

of retry data 269

ultimate for address 271

nmeout option

in pipe transport 201

in queryprogram router 135

ti meout _def er option 162, 201

timestamps 471
inlog lines 517

ti mezone option 471

TLS (Transport Layer Security)
configuring an Exim client 280-281
configuring an Exim server 278-280
encrypted connections 276281
insisting on for authentication 285
legacy clients 278
requesting client certificates 279
requiring for outgoing connections 280
SSMTP/SMTPS protocol 278
suppressing in outgoing connections 280
temporary errors 280
variables that are set 279

tls_verify certificates option
main option 279

tls_adverti se_hosts option 278

tls_certificate option
main option 278

t
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tls_certificate option (continued)
smtp transport 280
tls_ci pher log selector 280
$tls _cipher variable 279, 285
t | s_dhpar amoption 278
t | s_peerdn log selector 280
$tls_peerdn variable 280
tls_privat ekey option
main option 278
smtp transport 280
tls_require_ciphers option 281
tls_tenpfail _trycl ear option 280
tls_try verify_hosts option 279, 336
tls_verify certificates option 279
smtp transport 281
tls_verify_hosts option 279
To: header line 11
with -t 303, 483
t o option 205
$tod _bsdinbox variable 177
$tod full variable 211
top bit see 8-bit characters
tranglating characters in expansion 419
transport filters 99, 160-163
examples 162—-163
for message checking 162
return code from 160
S| ZE option 161
timeout 162
transport option 47, 123
redirect router, must not set 137
transports 165-207
adding header lines 154-156
address variables 153
appendfile 180-196
autoreply 204-207
body or header only 154
changing the return path 158
current directory 152
data added by router 110-113
debugging 153
definition of 33
environment for running 151
filtering in 160-163
home directory 152
Imtp 203-204
message size control 154
options, generic 151-164
pipe 196-203

transports (continued)
removing header linesin 154-156
rewriting header addresses 157, 377
selecting by mailbox format 186
shadow 163-164
smtp 165-174
use by router 47-48
users and groups 152
transport_current _directory
option 115
transport _filter option 160
transport _filter_timeout option 162
transport _hone_di rect ory option
115, 153
trusted users 84, 94, 464-465, 484, 485
defining 464
for BSMTP 299
setting message parameters 465
setting sender address 304, 464
with - bs 298
trust ed_gr oups option 464
trusted_users option 84, 464
TURN SMTP command 297
types of MTA 8
TZ environment variable 472

U
U=inlog lines 517
ultimate address timeout 271
urmask option 200
underscore see _ (underscore)
Unicode 467, 558
uniqueness of message ID 49-50
:unknown: in redirection lists 144
unprivileged running 459-460
restrictions 460
unqualified addresses
from remote hosts 305-306
in header lines 302
unrouteable address, message for 116
“unseen” delivery from router 108
unseen filter command qualifier 209, 220
unseen option 108, 113
unt rust ed_set _sender option 465
Updat e button (Exim monitor) 532
upgrading Exim 555
uptime command 61
user filter 208, 212



Index 615

user option
in routers 48
in transports 48, 152
users
local in routers 105
multiple addresses for 86-88
set in routers 113-115
trusted 84, 94
use_bsnt p option
appendfile transport 132, 179
default for message affixes 177
in pipe transport 95
pipe transport 179
use_crl f option 179
use_fcntl _I ock option 189
use_l ockfil e option 189
use_nbx_| ock option 190
use_shel | option 199, 225
Jusr/lib/sendmail 302, 553
Jusr/shin/sendmail 246, 302, 553
Jusr/ucb/vacation command 177
UTC (Universal Coordinated Time)
in timestamps 472
offset from 581
UUCP 1
bang-path addressing, not supported 90
bang-path addressing, rewriting 384
delivering to 90
“From” line 369
uucp_from pattern 304
uucp_from sender option 304

\Y
- v option 217, 500
vacation filter command 226-228
disabling 214
vacation message 204
filter example 209
$value variable 128, 429, 433, 435, 436
variables
in expanded strings 409
in filter 221
list of 566-582
set in message ACLs 320
set in MIME ACLs 362
set in non-message ACLs 320
settable in ACLs 322-323
testing empty 426

veri fy option
use with redirect router 139
verifying
addresses 346-356
addresses, effect of redirection 351
addresses, ignoring defer 346
addresses, testing 352
addresses, with callout 346350
callout caching 350
dedicated router for 103
EHLO and HELO 307-308
forcing failure by routing 108-109
forward files, use for 139
header address, callout parameters 349
host names 306—307
recipient address, callout parameters 349
sender address 19, 338-339
sender address, callout parameters 348
sender address, failure details 350
skipping .forward file 103
skipping routers 103
testing 496
use of routers 103
verify_only option 123
VERP (Variable Envelope Return Paths)
158-160
vertical bar see | (vertical bar)
virtual domains 74-78
default recipients 76-77
multiple lists 74
postmasters 77-78
single list for severa 76
virus scanning
in ACLs 357-359
of accepted messages 93-98
on external host 97-98
on local host 94-96
using system filter 96-97
using transport filter 162
VRFY SMTP command 103, 296—-297

W
wait- databases 243
war n verb in ACLs 322
warning message 46
customizing 478
for delivery delay 475-476
for mailbox quota exceeded 195
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$warn_message_delay variable 478
war n_nessage_fil e option 478
$warn_message_recipients 478
web site 3
weekday name, obtaining 210
whitespace
after SMTP response code 13
at configuration line continuation 51
in alias continuation 39
in arguments for expansion operators 410
in command for pipe transport 198
in data for ext ract 433
inerrors_copy option 474
in expansion strings 407
in filter files 218
in header continuation 10
inlists 58, 440
inl sear ch files 391
in macro definition 54
in manualroute routing rules 127
in retry rules 266
in rewriting rules 378
whoson lookup type 406
widening domains
by the DNS 124
in dnslookup router 125
wi den_donai ns option 125
wildcard
in linear search data 391, 442
in local part prefix/suffix 87, 102
in MX record 125
wi | dl sear ch lookup type 391
workstation, forwarding mail to 88-89
write_rejectl og option 506

X
X=inlog lines 280, 516, 519
X Windows 50, 528

Z

zero in DBM key string 394, 536
“zombie” processes 249

zones in the DNS 21-22
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